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 Facilitate campus logon to ClI

— Leverage researchers’ existing
credentials at their home

ClLogon Goal

Institution

— Ease credential management
for researchers and Cl providers

* Bridge from:

— Credentials issued by

INnCommon Federation

members using SAML web

browser single sign-on

* Bridge to:

Cl

— X.509 certificates that satisfy
the requirements of Cl projects
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Initial Success: go.teragrid.org

Campus login to TeraGrid RS et i
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[ ‘Welcome to go.teragrid.org! | [ Select your Identity Provider

L]
ortal.teragrid.org underway
[ [ ‘This site allows you to access TeraGrid resources by using the login mechanism provided by your university / organization. () Remember for one week (7)

How Does go.teragrid.org Work? Login

. This site maps your TeraGrid usemame o a Shibboleth Identity provided by a partcipating university. This identity s typically
used for single sign-on (SSO) purposes and is issucd by an Identity Provider (1dP). If you don't have an account with any of
. the universities listed in the dropdown box on the left, you can get a frec account at ProtectNetwork which will serve as your
1dP.
11 - - ” How Do I Use go.teragrid.org?
e e ra e O g I l l O e ra r I These instructions are for nitial set up only. You will need to complete these steps once for each IdP you wish to utilize to

access TeraGrid resources.

. .
- 1. Have your login information handy for both of these systems:
- - - a. Your TeraGrid-wide (User Portal) username and password that you received in your TeraGrid account

information packet.

. b. An account at one of the Identity Providers (IdPs) listed in the dropdown box on the right.
2. Select your IdP from the dropdown list under "Select Your Identity Provider".
3. Click the "Login" button. You will be redirected to your organization's login page.

4. Log in with your IdP username and password. You will then be redirected back to this site.

5. Log in to TeraGrid using your TeraGrid-wide username and password. This step validates the existence of your
TeraGrid account and will need to be done only once. No passwords are saved on this site. This completes the mapping
between your Shibboleth Identity and your TeraGrid usermame.

How Do I Access TeraGrid Resources?

‘This site provides several ways to access TeraGrid resources:
« Download a credential to your local computer via the GridShib-CA Java Web Start JWS) client.
o Run the GSI-SSHTerm JWS client on your desktop utilizing a previously downloaded credential.

o Run the GSI-SSHTerm applet in your browser.
o Run the TeraGrid File Manager applet in your browser.

For these activities, you will need Java 1.5 or higher installed on your computer.

e MyP
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New Service: cilogon.org

No TeraGrid account require

Delivers certificates to
desktop or browser

Available certificate lifetimes:
from 1 hour to 13 months

3 Certification Authorities:
— Silver: InCommon Silver IDs
— Basic: any InCommon IDs
— OpenlD: any OpenlDs
Available now!
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Welcome To The ClLogon Service
About The ClLogon Service Start Here

What Is The ClLogon Service?

The ClLogon Service allows users to authenticate with their home organization and obtain a certificate
for secure access to C: (CI). Additional it can be found at www.cilogon.org.

ClLogon + Your Organization = Secure Access to CI

How Does The ClLogon Service Work?

The ClLogon Service is a member of InCommon, a formal federation of over 200 universities,
agencies, and izati Many of these i maintain an service to
provide their users with web single sign-on. An InCommon organization can partner with the ClLogon
Service to provide user information for the purpose of issuing certificates. These certificates can then
be used for accessing cyberinfrastructure resources.

How Do | Use The ClLogon Service?

Select your organization from the drop-down list, then click the "Log On" button. You will be redirected
to your organization's login page. After you authenticate with your organization as you typically would,
you will be redirected back to the ClLogon Service. Then you will be able to fetch a certificate for use
with cyberinfrastructure resources.

What If | Don't See My Organization Listed?

If you don't have an account with any of the organizations listed in the drop-down list in the "Start Here"
menu, you can register for a free user account at ProtectNetwork for use with the ClLogon Service.
Also, you can make a request for your organization to appear in the list of available organizations.
Identity Provider administrators can view the InCommon Participant Operational Practices document
for the ClLogon Service and then test and add their identity provider to the ClLogon Service.

Can | Use OpenlID Instead?
The ClLogon Service also supports the use of OpenlD as an alternate authentication mechanism.
Many users have an OpenlD account without even knowing it. For example, you can use your Google

or Yahoo account for OpenID authentication. However, the certificates issued to OpenlD users may be
accepted by fewer cyberinfrastructure resource providers than those issued to InCommon users.

What If | Have More Questions?

Please see the ClLogon FAQ for answers to frequently asked questions. If your question is not
answered there, please use the email address at the bottom of this page to contact us.

Note: You must enable cookies in your web browser to use this site.

Select An InCommon Organization:
Universiy oflinors at Urbana-Champaign 1%

Remember this selection:

Log On

Use OpeniD nstesd

By selocting "Log On', you agres to our privacy poley
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Why certificates?

 Command-line interfaces, non-web apps
* Multi-stage, unattended batch workflows

 Significant worldwide CI investment in PKI
— Software, operations, standards, etc.

Cl CiLogon www.cilogon.org




International Grid Trust Federation

» Worldwide accreditation of grid CAs

— Relying Parties: TeraGrid, Open Science Grid,
European Grid Infrastructure, Worldwide LHC
Computing Grid, and others

— Standards: CA operations, key management,
subscriber identity vetting, certificate profiles

BIGTF

International Grid Trust Federation
AP|EU|TAG

www.igft.net
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ClLogon and IGTF

ClLogon CA operations, key management,
and certificate profiles meet IGTF standards
Issue: subscriber ID vetting & authentication
— Goal: rely on campuses for this

— Need minimum standards for campus practices
— Approach: rely on InCommon ldentity Assurance

Status:
— ClLogon Silver CA accredited October 2010
— Now waiting for InCommon Silver campuses...

— ClLogon Basic & OpenID CAs operating w/o
IGTF accreditation

CiLogon www.cilogon.org
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Challenges

ldentity Assurance:
IGTF and InCommon Silver

|dentifiers
Attribute Release

CiLogon
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|dentifiers

* We require globally-unique, persistent, non-

Cl

reassigned identifiers

— Ensure that each certificate subject is assigned to

a unique individual

« Also: issue multiple certificates with a consistent
certificate subject to the same individual

— Opaque identifiers are OK
— Options:
« eduPersonTargetedID (ePTID)

« eduPersonPrincipalName (ePPN)
— But ePPN may be reassigned

CiLogon
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Attribute Release

* The “boarding process” challenge:

— Cl users are spread across many campuses
— Often few CI| users on each campus

« Each campus must approve release of
attributes to cilogon.org / go.teragrid.org

— ClLogon needs ePTID/ePPN, mail, givenName
and surname

— Self-service sign-up:
https://cilogon.org/secure/testidp/

« Excellent application for user consent based
attribute release (uApprove)

Cl CiLogon www.cilogon.org



Conclusions

* We're leveraging campus credentials for

Cl

access to cyberinfrastructure

— SAML to PKI bridges:
go.teragrid.org & cilogon.org

Improvements underway
— InCommon Identity Assurance

— Consent-based attribute release (UApprove)

CiLogon
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Thanks

For more information:

www.cilogon.org

info@cilogon.org

www.cilogon.org



