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“Non-Web” Apps in Grids 

•  Remote Login: SSH/GSISSH 
•  Remote File transfer: GridFTP, SCP/SFTP 
•  Remote Compute: GRAM, Condor-G 
•  Data Management: SRM, iRODS/SRB 
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Federated Access to Grids 

•  Goals: 
– Leverage researchers’ existing credentials at 

their home institution 
– Ease credential management for researchers 

and grid resource providers 
•  Non-Goals: 

– Anonymity 
– Authorization based on campus attributes 
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Our Approach 
•  Work with existing infrastructure 

–  Leverage the federated authentication supported by 
campuses today 

•  SAML Web Browser Single Sign-On 
–  Leverage the PKI supported by grids today 

•  Bridge via online Certification Authority (CA) 
–  Examples: 

•  SWITCH SLCS (http://www.switch.ch/grid/slcs/) 
•  DFN SLCS (https://www.pki.dfn.de/grid/slcs/) 
•  NGS Shibboleth Login (https://cts.ngs.ac.uk/) 
•  TERENA Certificate Service (https://www.terena.org/tcs/) 
•  TeraGrid Federated Login (https://go.teragrid.org/) 
•  CILogon (https://cilogon.org/) 



Example:  

https://go.teragrid.org 

Federated Login to TeraGrid 
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GSISSH 
•  Protocol: 

– GSS-API for SSH (RFC 4462) 
– Grid Security Infrastructure (GSI) GSS-API 

(www.ogf.org/documents/GFD.78.pdf) 
•  Implementations: 

– GSI-OpenSSH  
(http://grid.ncsa.illinois.edu/ssh/) 

– GSI-SSHTerm 
(http://www.ngs.ac.uk/tools/gsisshterm) 

– SecureNetTerm  
(http://www.securenetterm.com/)  

Federated Login to TeraGrid 
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Evaluation 

Benefits: 
•  It works! 
•  Login via trusted 

campus web page 
•  Command-line SSO 
•  RFC 3820 proxy 

certificate delegation 

Drawbacks: 
•  Requires initial login 

via web browser 
•  SAML+PKI = complex 
•  Only for certificate-

enabled apps 

Federated Login to TeraGrid 
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Conclusions 

•  We’re providing a bridge from federated 
authentication to “non-web” grid apps 
– Using online CAs to bridge SAML to PKI 
– Working with today’s infrastructure 

•  We look forward to campus deployment of 
solutions without browser dependencies 
(i.e., SAML ECP and Project Moonshot) 



CILogon www.cilogon.org 

Thanks 

For more information: 

www.cilogon.org 

info@cilogon.org 


