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National Center for Supercomputing 
Applications (NCSA) 
•  Located at  

University of Illinois at Urbana-Champaign 
•  Established in 1986 by  

NSF Supercomputer Centers Program 
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Distributed Web Security 
for Science Gateways 

•  Software Development for Cyberinfrastructure grant from 
the NSF Office of CyberInfrastructure (www.nsf.gov/oci) 
•  3 year project: August 2011 – July 2014 

•  Co-PIs: Marlon Pierce (IU), Rion Dooley (TACC) 

 
•  What is cyberinfrastructure? 

•  Supercomputers, mass-storage systems, data repositories, 
networks, software and more 

•  Supporting science and engineering research and education 
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Motivating Example:  
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Defining Terms 

•  Authentication: Who are you? 
•  customer #83461234987 
•  name: Jim Basney 
•  email: jbasney@illinois.edu 

•  Authorization: What are you allowed to do? 
•  Access private information 
•  Charge purchases to your credit card 

•  Delegated Authorization: Authorizations you grant to others 
•  Park your car (valet key) 
•  View your photos on Flickr 
•  Collaboratively edit an online Google doc 

•  Credential: How security information is conveyed 
•  Also known as Assertion or Token 
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Delegated Authorization 
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OAuth 

•  An open protocol for delegated authorization (oauth.net) 
•  Development 

•  OAuth 1.0 released (October 2007) 
•  OpenID+OAuth hybrid developed (2009) 
•  OAuth 1.0a revision (June 2009) 

•  RFC 5849 (Informational), April 2010 
•  OAuth WRAP (2009-2010) 

•  Basis for OAuth 2.0 
•  OAuth 2.0 Standards Track RFC coming soon 
•  OpenID Connect based on OAuth 2.0 

•  Used by Flickr, Twitter, Facebook, Google, Netflix, … 

www.sciencegatewaysecurity.org 



www.sciencegatewaysecurity.org 



OAuth 1.0 Model 
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OAuth 2.0 Model 
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Authentication Model 
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Authentication Via Delegation 

www.sciencegatewaysecurity.org 

Resource 
Owner 

App 

Identity/
Resource 
Provider 

Token 

Authenticate & 
Grant Access 

to My Info 

Token 

Token User 
Information 

Who are you? 

Example: OpenID Connect 



Authentication Via Delegation 

•  Bad Idea 
•  App: Who are you? 
•  User: Here’s full access to my Twitter account. 

•  Better Idea 
•  App: Who are you? 
•  User: Here’s read access to my Twitter account profile. 

•  Delegated access to user’s profile information 
•  http://nat.sakimura.org/2011/05/15/dummys-guide-for-the-

difference-between-oauth-authentication-and-openid/ 

•  Example: OpenID Connect built on OAuth 
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OAuth 1.0 Model (Again) 
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External Authentication 
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Token-based Authentication 
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Science Gateways 
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Science Gateways: Accessing Resources 
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Science Gateways: Tiered Access Models 

www.sciencegatewaysecurity.org 

user 
authenticates to 
science gateway 

science gateway 
authenticates to  
service providers 



Science Gateways: Tiered Access Models 

•  Option A: Transitive Trust 
•  Bilateral agreement between science gateway & service provider 

•  Bulk allocation of service to the science gateway 
•  Service provider may not know who the end users are 

•  Users may not know who the underlying service providers are 

•  Option B: Delegation of Rights 
•  End user has account at underlying service provider 

•  Goal: Use underlying services via science gateway interfaces 
•  Science Gateway explicitly acts on the user’s behalf when 

interacting with the underlying service providers 

•  Both options are useful 
•  Today let’s focus on Option B: Delegation of Rights 
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Motivating Example: Science Gateway 
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Delegated Authorization via OAuth 
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Challenge: Multi-Tier Science Gateways 
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Long-Running Science Gateway Workflows 

•  Common Science Gateway Use Case: 
•  Scientist launches workflow (computational simulation, data 

analysis, data movement/replication, visualization) 
•  Workflow runs for hours/days/weeks 
•  Scientist monitors workflow / receives notifications of completion 

•  Challenge: Duration of Delegation 
•  “How long can the science gateway act on my behalf?” 

•  Ideally: only as needed for the workflow to complete 
•  Limit duration of delegation to minimize window of exposure 
•  Difficult / inconvenient to predict workflow duration 
•  Approaches: refresh / renewal / revocation 

•  OAuth 2.0 refresh is needed! 
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Globus Online Example 
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Back-end Authentication  
(Again) 
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Globus Online Example 
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Globus Online Example 
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OOI Example 
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Token-based Authentication 
(Again) 
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OOI Example 
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OOI Example 
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OOI Example 
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Wrap Up 

•  More info 
•  www.sciencegatewaysecurity.org 
•  jbasney@illinois.edu 
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