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National Center for Supercomputing
Applications (NCSA)

* Located at
University of lllinois at Urbana-Champaign

« Established in 1986 by
NSF Supercomputer Centers Program

www.ncsa.illinois.edu
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Distributed Web Security
for Science Gateways

« Software Development for Cyberinfrastructure grant from
the NSF Office of CyberInfrastructure (www.nsf.gov/oci)

« 3 year project: August 2011 — July 2014
« Co-Pls: Marlon Pierce (IU), Rion Dooley (TACC)

« What is cyberinfrastructure?

» Supercomputers, mass-storage systems, data repositories,
networks, software and more

» Supporting science and engineering research and education

www.sciencegatewaysecurity.org



Motivating Example:
Photo Printing

800
| » [+ 100 http:/ /www.flickr.com/photos/jbasney/

Your Photos
flickr
Password

@Your

flickr
Password

www.sciencegatewaysecurity.org



Defining Terms

Authentication: Who are you?
» customer #83461234987

 name: Jim Basney
« email: jpasney@illinois.edu

Authorization: What are you allowed to do?
» Access private information
» Charge purchases to your credit card
Delegated Authorization: Authorizations you grant to others
» Park your car (valet key)
* View your photos on Flickr
» Collaboratively edit an online Google doc
Credential: How security information is conveyed
« Also known as Assertion or Token

www.sciencegatewaysecurity.org



Delegated Authorization

800
| » [+ 100 http:/ /www.flickr.com/photos/jbasney/

. flickr.co
Authenticate & Y h -
our photostream /130 veus
Grant Access ! Sets Galleries Tags People Map Archives Favorites

@ to Photos
@Token

@ Token v

Request
Access to

Photos
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OAuth

* An open protocol for delegated authorization (oauth.net)

« Development
* OAuth 1.0 released (October 2007)
* OpenlD+OAuth hybrid developed (2009)
* OAuth 1.0a revision (June 2009)
« RFC 5849 (Informational), April 2010
« OAuth WRAP (2009-2010)
» Basis for OAuth 2.0
« OAuth 2.0 Standards Track RFC coming soon
* OpenlID Connect based on OAuth 2.0

« Used by Flickr, Twitter, Facebook, Google, Netflix, ...

www.sciencegatewaysecurity.org



Netflix Login

€ https://api-user.netflix.com/oauth/login?oauth_token=zmvx

C] CQ' Google

NETFLIX

FeedFliks wants to access your Netflix Account.

To confirm, please login to Netflix:

Login | ****** J

Password sssssne

Yes, Link This Account

You should not authorize FeedFliks unless you trust them with
access to your account. By confirming, you allow FeedFliks to
access, share and update your Netflix data, including your
queue, rental history, and ratings.

This page is provided by Netflix to authorize third-party
applications, but has not been configured to send requests
securely. If you grant access but you did not initiate this
request at FeedFliks , it may be possible for other users of
FeedFliks to access your data. We recommend you deny
access unless you are certain that you initiated this request
directly within FeedFliks .

Your password will always remain private, but FeedFliks will
have ongoing access to your account. You can remove
access at any time in Your Account. Your usage of any third
party application that interacts with Netflix is governed by the
Netflix Terms of Use.




OAuth 1.0 Model

Authenticate &
Grant Access

2)
@Token

@ Token

Resource
Owner

Request
Access

Token

\4

O,

Resource
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_______________________________________________________________________

OAuth 2.0 Model Validate

Token

Authorization Resource

Server

__________________________________________________________________

Resource
Owner

Token

Refresh
@ Token

Resource

Request
Access
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|+ | https://sourceforge.net/accountllogin.php ¢ |(Q~ Google

SOUrCEfO0rge rind Open Source Software Browse Blog Support Jobs Newsletters Resources Register Log In
Home/ Login
Log in with a SourceForge account Log in with /- OpenID
Enter your account info: Please click your account provider:
Usemame: | |
'
Password| | - Google) yasoo! AOL &

+ aDee®@-dll
(ORemember Me | 2|

(ORemember Me |2
Forgot your usemame/password?

Problems logging in with OpenlD?
Need an account on SourceForge.net? gl pe

Create Account OpenlD eliminates the need for multiple usernames across

different websites.
Learn more - Get an OpenID

Status Terms Privacy Advertise About HTMLS Center SourceForgeJP © 2012 Geeknet, Inc.




-:lhttps://accounts.google.com/ServiceLogin?service=Iso&passive=1209600&continue=https://ac< ¢ PLQ~ Google

Google Sign up for a new Google Account

Accounts

Sign in to Sourceforge.net with your Google Account. Learn more Signin Google

Email
jbasney@sciencegatewaysecurity.org

Password

- @ Stay signed in

Can't access your account?

©2012 Google  Google Home  Terms of Service  Privacy Policy  Help [ English 99




Q~ Google

Google daCCou ntS Sign in as a different user

You are signing in to Sourceforge.net with your Google Account
jbasney@sciencegatewaysecurity.org

- (Cancel )

[ Remember me

You can always change your Google Account approval settings. Sourceforge.net
is not owned, operated, or controlled by Google or its owners. Learn more




SN SourceForge - Download, Develop and Publish Free Open Source Software

l > ] [+ Iﬁhttps://sourceforge.net/ [RSS C] (O( Google

SOUrCef0Orge Bsrowse Blog Support Jobs Resources

- @ Account Log Out

Find, Create, and Publish Open Source software for free

¥ 4,123,532 DOWNLOADS & 5.438 CODE COMMITS ® 4305 FORUM POSTS 3 743 BUGS TRACKED © MORE DETAILS




Authentication Model

Identity
Provider

O,

User
Information

\4

Examples: OpeniD, SAML
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Authentication Via Delegation

Authenticate & Identity/
Grant Access

Resource

Provider

Ol RO

Token User
Information

Resource

\4

Example: OpenID Connect

www.sciencegatewaysecurity.org



Authentication Via Delegation

Bad Idea

* App: Who are you?

» User: Here’s full access to my Twitter account.
Better Idea

* App: Who are you?

« User: Here’s read access to my Twitter account profile.
Delegated access to user’s profile information

 http://nat.sakimura.org/2011/05/15/dummys-guide-for-the-
difference-between-oauth-authentication-and-openid/

« Example: OpenlID Connect built on OAuth

www.sciencegatewaysecurity.org



OAuth 1.0 Model (Again)
-
V

A

@Token @ @

Token Resource

Resource
Owner

\4

Request
Access
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External Authentication

Verify
Password

®)

Resource >
Owner

—>
&

Examples: LDAP, RADIUS, PAM, Kerberos
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Token-based Authentication

Resource
Owner

Examples: OpenlD, SAML, Kerberos

www.sciencegatewaysecurity.org



Science Gateways

8006

CyberGIS: high-performance, distributed, and collaborative GIS

| » | [+ ]O hups://gisolve2.cigi.illinois.edu/home/

¢ (@~ Google

I:vllerlils [rone o=

Support ~

About

search)
‘ Featured Applications
[YoYo} Computational Chemistry Grid a
<[ » ] [+]@ hutps:/ /www.gridchem.org/ ¢ Q- Google )
J CHEMISTRY ERIO

cCHEeEmM aboutus downloads, doouraining& Y online ehelp | contactus

p=s] Welcome

7
800 Globus Online | Reliable File Transfer. No IT Required. 8
[« [ » J [+ [@ hutps:/ /www.globusontine.org/ = ¢ |

¢ Q- Google

SignUp  Signin

globus online

Roliable Fila Transfer. No IT Required.

CyberGIS Gat
release for inte]

Reliable, high-performance, secure file transfer.
Move files fast. No IT required.

800
(]

Coms

515 Users
9 analysis and

data applicatio UltraScan Analysis Software

B8 hep:/ /uslims.uthscsa.edu/

¢ Q- Google

N -

UttraScan i

1
uUltraSeca NiviSWortal

Globus Online in a nutshell

Lei, AOE
Alaba, McGill
Anand LILIC
iPlant C

UttraScan il

ive Web Portal | The iPlant C: ring a New Plant Biology

| » | [+ [ ntp:/ jwww.iplantcollaborative.org/

to the TeraGrid Science Gateway for UltraScan!

5 ¢ [(Q- iplant O)

Overview
User Area i hat ©
+Request t [The Y Cid"(CCG)isa hat provid Whois using
pAcoountMe supportand services, ntuitive interfaces and measurable quality of service. The CCG e oL
P client, GridChem, is a Java desktop application that pmv\des an interface to integrate the:
Project ardware, software anc
+ Downloads. provlms using rd tschnologies (Y
~FAC " oy
+Users Manual Notices B A
Resources B s
~HPC Resources G09 and Molpro available form Blacklight
We have now G039 version b01 and Molpro2010.1 are available from Backightat  Ciick on the
Outreach PSC. Please take advantage of these and let us know if you need any assistance overview of the GridChe
+Papers/Publi using consuling portal. We may also provide DMol3 on blackight
* Mission Statement s00n.GridChem Team e O Comptations Chemisry 4.
+User Survey iy
+ Past Conferences 3

start/2011-09-16/1
Power has been restored and services are restarted. PLease report any problem
using the consulting portal Thanks.

Power Outage Tomorrow 17 Sep 2011
There is an expected power disruption at NCSA building that hosts GridChem
Middleware servers and s wil aflect e services. The expected down i
about 6 Hr it down

“This notice will e up
on line Thanks for your patience and support GridChem Team.

External Collaborations

Calendar of Eve

@) iPlant Collaborative™ emposeringanew

Register About ContactUs Feedback This website offers access to the UltraScan Laboratory Information Management System (USLIMS), a TeraGrid Science Gateway
supported by an allocation through a TeraGrid community account. This system provides web and database SUpport for users of the
UltraScan software. You can use this portal to access data associated with your sedimentation experiments, and share your data with
collaborators. Authorized users can also use this site to model analytical ultracentifugation experiments with UltraScan's high-
performance analysis modules by submitting analysis jobs to computing clusters available at the University of Texas Health Science
‘Center and TeraGrid sites at the Texas Advanced Computing Center and atIndiana University. These services are made available through
anNSF this resource

There are two different versions of the LIMS portal available, LIMS Il for use with UltraScan il and LIMS Il (for use with UltraScan . All
users are encouraged to switch to the UltraScan il implementation instead of starting with LIMS 1}, which will only be maintained to
quarantee access to legacy data. No new LIMS Il instances will be issued to new users.

R Aprl 02, 2008 ;
GMS move and New Client ridChem B-Weekdy Conf DISCLAIMER:
ster
Ve expectio c n We do not ke any responsibill fordata loss due to hardware faure, sofware error,operalor erfor or other cause. s your responsibilly
r:Z"se":.vo:s i oo dow o0y 8 now sheriwoud b ooded tomorons.  Grdcn E‘ arch 19,200 - _ ~ 10 always make backups of your data. You are free 1o use tis resource at no cost. Support is provided via the UltraScan malling list.
‘work with new Services. Please use consulting poral o reportssues s usual, e 0P ason CHALLENGE Discover LEARN CONNECT Please keep In mind that we cannot guarantee the security of your data. You assume all risks involved with placing your data on our
Thanks for your patience GridChem Team server, This sie is a p . and can placed on this server will always remain private. fyou need a
uary 24.27, 2 privat coniactus to i
Grdchem oxmalCor
Workfow workshop at
riflowworkshop 2 jplant Genotype to Discovery Upcoming Events People at iPlant Funding for this faciity
crscner o 02. 2008 Phenotype (iPG2P) Environment + Genomics in Education Warkshop  Community criven science + Department of Biochemistry, University of Texas Health Science Center at San Antonio
; . (West Lafayette) .
{ing atind apping the AccessPlant (Westafayette) 292012 . ANI228927, 10 Bories Demeler)
genotypes and phenotypes a single user-friendly . of Heatth, Grant

November 15-21, 2
Supercomputing |
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Pragma13 Workshop: G
Cyberinrastructuce,
Deploymentand Produ
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Found:

=
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Seed Projects
Supporting diverse

iPlant Tree of Life .

DNA Subway Current Issue: December 05 2011 f:_ = ) - Calculations were performed on the UltraScan LIMS cluster at the
] . j Bloinformatics Core Facility at the University of Texas Health
- = News and Announcements
phylogenetic relationships Lol = by NSF Teragrid Grant #MCB070038 (to Borries Demeler).”
iPlant to the classroom TOGIN * Dave Mickios Wins GSA Award for e
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LOGIN
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For more information, please visit

Computational Chemistry Grid: 7" i ors oreontact

Production Cyberinfrastructure for Computational Chemistry help@gridchem.org.

JAVA WEB START INTRO BUILD MOLECULE

¢ GridChem: Portal to the COG
=7

Computmtioninl Chemisry Grid
R

(i =
CLIENT Client Application runs
Graphical user interface ' on Local Machine e )

{GUI) helps scientists:
+ generate input

+submit and monitor
quantum chemistry jobs

> &

- remotely visualize
output data

( Middleware Server \

Middleware interface to the computational grid
+ authentication
+ data management
* resource specification
* routes jobs
» provides client with job status information
» provides access to job data for analysis
- input, output, job details stored in mass storage archive
» resource discovery

DOWNLOAD RESULTS » accounting management

Ry
=
"

W

Client available for multiple
platforms (Linux & Windows)

No Grid services needed on
client system

» system and job monitoring bi
‘z%,q
Grid Services “0,
Leveraging NMI Software ey SUBMIT
.
trs

POST PROCESS REVIEW

————— = e

MOLDEN

NN cc

Conrer far Compamtinsal briences

: www.nesa,uic.edu www.ces.uky.edu
5 IS 3,525,000 CPU hours = 0SC
CCG Resources ] available annua"y Eww.m.lsu.edu www.osc.edu

@ T Supported by the NSF 3
*- NMI Program under
“*:~ Award #04-38312 TA@@

www.taccutexas.edu




Science Gateways: Accessing Resources

N

I\

A\
W
NN
NN
W
NN
e:::
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J COMPUTHTIONAL CHEMISTRY GRIO
EHEM 0 O w Tm ) ol )

Homo Welcome

nnnnnnnnnnnnnnnnnnnnnnnnnn
Notices
'G09 and Molpro available form Blacklight

\ J \ J
| |
user accesses science gateway uses
science gateway external resources
(supercomputers,

compute clusters,
data stores)
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cience Gateways: Tiered Access Models
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~PaporsPudlcatons using cansuling poal We may isa rovide Do on biackignt
 ission Saament So0n GridChem Team
* User Surey
i start/2011-09-16/1

usig the consutng portal Thanks.

Power Outage Tomorrow 17 Sep 2011

Calondar of Events
1o Thanks o your paLeNCa and 5ppor GAaCham Toan.
R A0 02,2009
GMS move and New Client GrChem 8- Wesily Conference Cal
3007 Eastam
been moved. s 100k or hew €61t n ik ncenem ofg dowr|ad secion, e
GraGhem Biae
300PA Eastam

Thanks for your patience GraChem Tear.
February 24-27.2009
GrdChem axiemal Collaboraton
10w workehop at NCSA

February 022009
GreChem Wordiow implementation
meetng atindiana Universty

November 15-21,2008
‘Supercomputng 0

September 26-27, 2008
Pragma‘3 Workshop: GridChem
Cyberinfastuciuce, Design,.
Deploymentand Productve Use.

| |
user science gateway
authenticates to authenticates to

science gateway service providers
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Science Gateways: Tiered Access Models

* Option A: Transitive Trust
» Bilateral agreement between science gateway & service provider
» Bulk allocation of service to the science gateway
» Service provider may not know who the end users are
« Users may not know who the underlying service providers are

« Option B: Delegation of Rights
« End user has account at underlying service provider
» Goal: Use underlying services via science gateway interfaces

« Science Gateway explicitly acts on the user’s behalf when
interacting with the underlying service providers

» Both options are useful
» Today let’s focus on Option B: Delegation of Rights

www.sciencegatewaysecurity.org



Motivating Example: Science Gateway

Your Access
Password

Your |
Password — ’

'G09 and Molpro available form Blacklight

cccccc

consuing pora We may also provi o -
mmmmmmmmmmmm o=l
start/2011-09-16/1 =
g he consting pora Thanks E
Power Outage Tomorrow 17 Sep 2011 o]
o
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
GMS move and New Client GadChe
been moved. Flease ook o new clen in ww Qrcchem.org owrload secion.
Grachel

Thanks for your patience GraChem Tear.
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Delegated Authorization via OAuth

Authenticate &
Grant Access

2)

A
@Token )
@ Token

Request
Access to
Supercomputer

mmmmm

www.sciencegatewaysecurity.org



Challenge Multi-Tier Science Gateways

-

N

Web
Browser

~

/

Gadget
Container

N /

-

Service
Factory

___________________________________________________________________________________

. External
. Services

Service

e ™\ Science
Gadget Gateway i
Backing
Service

o /

\/\/ ™
Service
Factory
o /
~ N
Info Compute

Cluster
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Long-Running Science Gateway Workflows

« Common Science Gateway Use Case:

» Scientist launches workflow (computational simulation, data
analysis, data movement/replication, visualization)

» Workflow runs for hours/days/weeks
» Scientist monitors workflow / receives notifications of completion

« Challenge: Duration of Delegation
« “How long can the science gateway act on my behalf?”
« |deally: only as needed for the workflow to complete
« Limit duration of delegation to minimize window of exposure
 Difficult / inconvenient to predict workflow duration
* Approaches: refresh / renewal / revocation

e OAuth 2.0 refresh is needed!

www.sciencegatewaysecurity.org



Globus Online Example

Kerberos
Authentication
Server

eno XSEDE User Pc

XSEDE

Extr d Engincering
Discovery Environment

v

Welcome to the XSEDE User Portal Authorization Page

Science Gateway Access
The XSEDE Science Gateway or Service below is requesting access to your XSEDE acc

SCIENCE GATEWAY INFORMATION

The XSEDE Science Gateway listed below is requesting access to your XSEDE  Use
account. If you approve, please sign in.

Pas
Name: Globus Online —
UAL: https://www.globusonline.org/
lrd
800 Start Transfer | Transfer | GlobusOnline
[« > J [+ ntps:/ jwww.globusoniine.org/xfer/startTransfer ¢ Q- Google
&> globus online C stet Transter - | [l Sin out
Transfer Files - [ source overwriies iles on destination 4 View Trans

s | V@ [« |[ p | oo
- @ (][> ] =

www.sciencegatewaysecurity.org




Back-end Authentication
(Again)

Verify
Password

®)

Resource >
Owner

—>
&

www.sciencegatewaysecurity.org



®e0o Start Transfer | Transfer | GlobusOnline 8
| > + | https://www.globusonline.org/xfer/StartTransfer ¢ | (Q~ Google

£ globus online 6o To: EEE TR

Transfer Files - ( source overwrites files on destination

View Transfer Activity

«
=/

_—) o VD[ « || | ewon] Y@

2| S [ Path | [65]

Please select an endpoint above. Please select an endpoint above.
Label This Transfer Get Globus Connect
This will be displayed in your transfer activity. Turn your computer into an endpoint. The

easiest and most convenient way to send
and receive files on your machine.

www.sciencegatewaysecurity.org




Start Transfer | Transfer | GlobusOnline

a8
nu 8https://www.globusonline.org/xfer/StartTransfer ¢
& globus online IR Star Transier | -

Transfer Files - (sourceoverwritesfilesondestinaton ———————— 13) View Transfer Activity

Activate Endpoint: xsede#forge x

The administrator of this endpoint, xsede#forge, requires
that you authenticate using their MyProxy OAuth server to
activate the endpoint. When you click 'Continue’ you will
be redirected to their website.

‘ Cancel

www.sciencegatewaysecurity.org /WNESA



Globus Online Example

eno XSEDE User Pc
[« ] » ] [+ [E3nups://portat.xsede.org/oauth/authorize?oauth_token=rmypr:

d Engincering
wery Environment

Welcome to the XSEDE User Portal Authorization Page

Science Gateway Access
The XSEDE Science Gateway or Service below is requesting access to your XSEDE acc

SCIENCE GATEWAY INFORMATION

The XSEDE Science Gateway listed below is requesting acosss to your XSEDE  Use
account. If you approve, please sign in

Pas
Name: Globus Online —_—
URL: https://www.globusonline.org/ !
800 Start Transfer | Transfer | GlobusOnline

[« > J [+ ntps:/ jwww.globusoniine.org/xfer/startTransfer ¢ (@~ Google

globus online PO ion out

Transfer Files - [ source overwriies iles on destination 4) View Trans)
s | =M I
G | &  — . Path |

www.sciencegatewaysecurity.org




®n o XSEDE User Portal Delegation Authorization

[ « I > ] I - mhttps://portal.xsede.org/oauth/authorize?oauth_token=myproxy:de|egation.2011:/tempCred/65SGOfeb?dZedbSS4cb42 C] (Os Google

XSEDE

Extreme Science and Engineering
Discovery Environment z

Welcome to the XSEDE User Portal Authorization Page
Sclence Gateway Access

The XSEDE Science Gateway or Service below is requesting access to your XSEDE account. If you approve, please sign in with your XSEDE username and password.

SCIENCE GATEWAY INFORMATION SIGN IN

The XSEDE Science Gateway listed below is requesting access to your XSEDE Username
account. If you approve, please sign in.

jbasney

Password ssssssssssssssssssssnne

Name: Globus Online

URL: https://www.globusonline.org/
‘ SIGN IN CANCEL

Please send any questions or comments about this site to

cegatewaysecurity.org



Globus Online Example

Kerberos
Authentication
Server

eno XSEDE User Pc

XSEDE

Extr d Engincering
Discovery Environment

Welcome to the XSEDE User Portal Authorization Page

Science Gateway Access
The XSEDE Science Gateway or Service below is requesting access to your XSEDE acc

SCIENCE GATEWAY INFORMATION

The XSEDE Science Gateway listed below is requesting access to your XSEDE  Use
account. If you approve, please sign in.

Pas
Name: Globus Online —
UAL: https://www.globusonline.org/
lrd
800 Start Transfer | Transfer | GlobusOnline
[« > J [+ ntps:/ jwww.globusoniine.org/xfer/startTransfer ¢ Q- Google
&> globus online C stet Transter - | [l Sin out
Transfer Files - [ source overwriies iles on destination 4 View Trans

s | V@ [« |[ p | oo
- @ (][> ] =

www.sciencegatewaysecurity.org




®e0o Start Transfer | Transfer | GlobusOnline 8
C | (Q~ Google

| > + | https://www.globusonline.org/xfer/StartTransfer?origin=xsede%2523forge

£ globus online 6o To: EEE TR

Transfer Files - ( source overwrites files on destination ) View Transfer Activity
Endpoint | xsedes#forge | v |@ ‘ ‘ ’ ‘ ’ ’ Endpoint | xsede#ncsa-mss | v |@
Path [ /~/ & Path [ /~/ [

select all | none +_ up one folder , refresh list E select all | none +_ up one folder , refresh list E
3 bit.ncsa.uiuc.edu Folder 3 copperhome Folder
3 cog-jglobus-1.8.0 Folder [j modi4.tar.gz 1.7MB
[] cog-jglobus-1.8.0-bin.tar.gz 3.76MB [] myproxy-bundiles.tar.gz 344.1MB
[] prithvi.backup.tar.gz 789.33MB

Label This Transfer Eele il

Turn your computer into an endpoint. The
easiest and most convenient way to send
and receive files on your machine.

This will be displayed in your transfer activity.

www.sciencegatewaysecurity.org




OOl Example

You must log in to continy

Enter your NetiD: [jbasney

Enter your Active Directory (AD) password: |-

Login

Forgot your Active Direl
hange or reset your
Password Managor.

TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B

University of Missouri System Kt

Search:

Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

eno6 00l Integrated Observatory Network
<[> [ +]0

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Resource Selector — | All Registered Resources

View Existing show (20 1) entres Filter:
© Al Registered Resources tification

oate
atfcton Regsered
: S prier Ty
Geospatial Extent = || ver
Daily Values Webservice
i sox —— uTcacK iz NS e s o i 1)
@ AL O vefined @ AL O pefined Daily Value

N Upper Bound RIVER NEAR
+

2011-8-25

Daily Values Webservice

USCSNWIS (et waterservices.usgs.gov/ mwis v7)

= 2011-8-25
W £ LowerBound - Daly Value
CONNECTICUT

Daily Values Webservice

RIVER AT
e USCSNWIS. (rutp waterservice.usgs.gov/ mwis v

CT (01184000
- Daly Value

7 2011-8-25
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Token-based Authentication
(Again)

Resource
Owner

www.sciencegatewaysecurity.org



800

OOl Integrated Observatory Network

(>

+10

INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Resource Selector
View Existing

@® All Registered Resources () My N

My Re

Geospatial Extent

Bounding Box Vertical Extent m
@® At O pefined @ At O pefined
N Upper Bound
w E  Lower Bound
3
S
Format: DD.DDDD
D al Degrees

Temporal Extent

Time Range ® All () Defined
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80O Login - University of lllinois at Urbana-Champaign

< | » || + [[Ehttps://shibboleth.illinois.edu/idp/Authn/UserPassword ¢ Q- Google

HLLINOIS

You must log in to continue.

Enter your NetID: jbasney

Enter your Active Directory (AD) password: sssssssssess|

Forgot your Active Directory password?
To change or reset your Active Directory password, go to the CITES
Password r.

More Information

Where to Get Help
Contact the CITES Help Desk at consult @illinois.edu. Technical Information
What Is a NetID? Service that has requested authentication:

Your NetID serves as your login to many University computing and
networking services and also determines your University email
address, which is netid@illinois.edu.

For more information, see the Your Network ID (NetID) page. This login service uses the following server:

Service Provider EntitylD:
https/cllogon.org/shibboleth

shibboleth.illinols.edu

This page's URL shouid start with https:// followed by the server listed above.

For most web browsers, the security padiock icon for this page shoukd be
closed/iocked.
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Wrap Up

Thanks
for your
interest!

More info
e Www.sciencegatewaysecurity.org
» jbasney@illinois.edu
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