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Distributed Web Security
for Science Gateways

« Software Development for Cyberinfrastructure grant from the
NSF Office of CyberInfrastructure (www.nsf.gov/oci)

» 3 year project: August 2011 — July 2014

« (Goal: Support use of OAuth by science gateways for
distributed authentication, delegation, and authorization
. Develop OAuth “profiles” for science gateway use cases
» Getting certificates from MyProxy servers
» Both individual and “community” credentials
» Delegating certificates between gateway components
« Delegated access to REST services

* |ntegration with external authentication
(LDAP, Kerberos, SAML, OpenlID)

» Credential refresh
« Web Single Sign-On (OpenlID Connect)

www.sciencegatewaysecurity.org



Defining Terms

Authentication: Who are you?
« customer #83461234987

 name: Jim Basney
« email: jpasney@illinois.edu

Authorization: What are you allowed to do?
» Access private information
» Charge purchases to your credit card
Delegated Authorization: Authorizations you grant to others
» Park your car (valet key)
* View your private photos on Flickr
« Collaboratively edit an online Google doc
Credential: How security information is conveyed
» Also known as Assertion or Token

www.sciencegatewaysecurity.org



cience Gateways: Tiered Access Models
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Science Gateways: Tiered Access Models

* Option A: Transitive Trust
» Bilateral agreement between science gateway & service provider
» Bulk allocation of service to the science gateway
» Service provider may not know who the end users are
» Users may not know who the underlying service providers are
« Example: XSEDE Community Account model
» User attributes in community credential provides user info to SP

* Option B: Delegation of Rights
« End user has account at underlying service provider

« Example: Individual XSEDE account with Globus Online

« Science Gateway explicitly acts on the user’s behalf when
interacting with the underlying service providers

« Both options are useful (and can be combined)
» Our recent work is focused on Option B: Delegation of Rights
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Example: Photo Printing

0o
| » | [+ [*® http:/ jwww.flickr.com/photos /jbasne

- j
flickr v
Home You Organize & Create

’ Your photostream ... e
N Sets Galleries Tags People Map Archives Favorites

Your Photos
flickr

Password

@Your

flickr
Password
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Example: Using OAuth

0o
| » | [+ [*® http:/ jwww.flickr.com/photos /jbasne

. flickr.co
Authenticate & Y h »
our photostream . .../ e
Grant Access ’ Sets Galleries Tags People Map Archives Favorites

@ to Photos
@Token

@ Token v

Request
Access to

Photos
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Example: Science Gateway

Your Access
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Delegated Authorization via OAuth

Authenticate &
Grant Access

2)

A
@Token )
@ Token

Request
Access to
Supercomputer
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Delegated Authorization via OAuth
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OAuth for MyProxy

* Provides an OAuth 1.0a compliant REST web interface to
MyProxy for providing user certificates to science gateways

» Eliminates the need for users to disclose their MyProxy passwords
to science gateways. Instead, gateway users authenticate to their
MyProxy server’'s OAuth web interface to approve issuance of a
certificate by MyProxy to the science gateway they are using.

« Java client & server implementations available now

* http://www.sciencegatewaysecurity.org/oauth-for-myproxy

« XSEDE MyProxy OAuth Server
» https://portal.xsede.org/oauth/
» http://security.ncsa.illinois.edu/teragrid-oauth/
 TG11 paper: http://dx.doi.org/10.1145/2016741.2016776
* |In use today by Globus Online
» Supports using individual XSEDE accounts via science gateways

www.sciencegatewaysecurity.org



MyProxy Use Case
Old Approach ——> New Approach

MyProxy MyProxy MyProxy
[ MyProxy ] password OAuth Server
Front-End unmodified
MyProxy e OAuth ( )
password @ @ token
@ certificate Web OAuth certificate

MyProxy Browser OAuth foken
Web password| Science token [ ggj
cience
m_’[ Gatewav] =— | S
@ request
Gnd Grid
Service Service

) certificate
access using @

certificate access using
certificate
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®e0o Start Transfer | Transfer | GlobusOnline 8
| > + | https://www.globusonline.org/xfer/StartTransfer ¢ | (Q~ Google

£ globus online 6o To: EEE TR

Transfer Files - ( source overwrites files on destination

View Transfer Activity

«
=/

_—) o VD[ « || | ewon] Y@

2| S [ Path | [65]

Please select an endpoint above. Please select an endpoint above.
Label This Transfer Get Globus Connect
This will be displayed in your transfer activity. Turn your computer into an endpoint. The

easiest and most convenient way to send
and receive files on your machine.
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Start Transfer | Transfer | GlobusOnline

a8
nu 8https://www.globusonline.org/xfer/StartTransfer ¢
& globus online IR Star Transier | -

Transfer Files - (sourceoverwritesfilesondestinaton ———————— 13) View Transfer Activity

Activate Endpoint: xsede#forge x

The administrator of this endpoint, xsede#forge, requires
that you authenticate using their MyProxy OAuth server to
activate the endpoint. When you click 'Continue’ you will
be redirected to their website.

‘ Cancel

www.sciencegatewaysecurity.org /WNESA



Globus Online Example

eno XSEDE User Pc
[« ] » ] [+ [E3nups://portat.xsede.org/oauth/authorize?oauth_token=rmypr:

d Engincering
wery Environment

Welcome to the XSEDE User Portal Authorization Page

Science Gateway Access
The XSEDE Science Gateway or Service below is requesting access to your XSEDE acc

SCIENCE GATEWAY INFORMATION

The XSEDE Science Gateway listed below is requesting acosss to your XSEDE  Use
account. If you approve, please sign in

Pas
Name: Globus Online —_—
URL: https://www.globusonline.org/ !
800 Start Transfer | Transfer | GlobusOnline

[« > J [+ ntps:/ jwww.globusoniine.org/xfer/startTransfer ¢ (@~ Google

globus online PO ion out

Transfer Files - [ source overwriies iles on destination 4) View Trans)
s | =M I
G | &  — . Path |
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®n o XSEDE User Portal Delegation Authorization

[ « I > ] I - mhttps://portal.xsede.org/oauth/authorize?oauth_token=myproxy:de|egation.2011:/tempCred/65SGOfeb?dZedbSS4cb42 C] (Os Google

XSEDE

Extreme Science and Engineering
Discovery Environment z

Welcome to the XSEDE User Portal Authorization Page
Sclence Gateway Access

The XSEDE Science Gateway or Service below is requesting access to your XSEDE account. If you approve, please sign in with your XSEDE username and password.

SCIENCE GATEWAY INFORMATION SIGN IN

The XSEDE Science Gateway listed below is requesting access to your XSEDE Username
account. If you approve, please sign in.

jbasney

Password ssssssssssssssssssssnne

Name: Globus Online

URL: https://www.globusonline.org/
‘ SIGN IN CANCEL

Please send any questions or comments about this site to

cegatewaysecurity.org



Globus Online Example

VIVEXOXY

Credential Management Service

eno XSEDE User Pc

[« ] » ] [+ [E3nups://portat.xsede.org/oauth/authorize?oauth_token=rmypr:

d Engincering
overy Environment,

Welcome to the XSEDE User Portal Authorization Page

Science Gateway Access
The XSEDE Science Gateway or Service below is requesting access to your XSEDE acc

SCIENCE GATEWAY INFORMATION

The XSEDE Science Gateway listed below is requesting acosss to your XSEDE  Use
account. If you approve, please sign in

Pas
Name: Globus Online B
URL: https://www.globusonline.org/

lrd
800 Start Transfer | Transfer | GlobusOnline
[« > J [+ ntps:/ jwww.globusoniine.org/xfer/startTransfer ¢ Q- Google
globus online L2 sion Out
Transfer Files - [ source overwriies iles on destination %) View Trans
- Y0 [« |[ > ] e
G | a g Path |
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®e0o Start Transfer | Transfer | GlobusOnline 8
C | (Q~ Google

| > + | https://www.globusonline.org/xfer/StartTransfer?origin=xsede%2523forge

£ globus online 6o To: EEE TR

Transfer Files - ( source overwrites files on destination ) View Transfer Activity
Endpoint | xsedes#forge | v |@ ‘ ‘ ’ ‘ ’ ’ Endpoint | xsede#ncsa-mss | v |@
Path [ /~/ & Path [ /~/ [

select all | none +_ up one folder , refresh list E select all | none +_ up one folder , refresh list E
3 bit.ncsa.uiuc.edu Folder 3 copperhome Folder
3 cog-jglobus-1.8.0 Folder [j modi4.tar.gz 1.7MB
[] cog-jglobus-1.8.0-bin.tar.gz 3.76MB [] myproxy-bundiles.tar.gz 344.1MB
[] prithvi.backup.tar.gz 789.33MB

Label This Transfer Eele il

Turn your computer into an endpoint. The
easiest and most convenient way to send
and receive files on your machine.

This will be displayed in your transfer activity.
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800

OOl Integrated Observatory Network

(>

+10

INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Resource Selector
View Existing

@® All Registered Resources () My N

My Re

Geospatial Extent

Bounding Box Vertical Extent m
@® At O pefined @ At O pefined
N Upper Bound
w E  Lower Bound
3
S
Format: DD.DDDD
D al Degrees

Temporal Extent

Time Range ® All () Defined

From:

Search

All Registered Resources

Show | 20 B‘ entries

Notification
Title Set
APPOMATTOX
RIVER AT
MATOACA VA
(02041650) -
Daily Value
CHOPTANK
RIVER NEAR
GREENSBORO
MD (01491000)
- Daily Value
CONNECTICUT
RIVER AT
THOMPSONVILLE
CT (01184000)
- Daily Value
Delaware River
at Trenton NJ
(01463500) -
Daily Value
ESOPUS CREEK
AT COLDBROOK
NY (01362500)
- Daily Value
HUDSON RIVER
AT FORT
EDWARD NY
(01327750) -
Daily Value
JAMES RIVER AT
CARTERSVILLE
VA (02035000)
- Daily Value
Kalihi Str nr
Honolulu Oahu
HI (16229000) -
Daily Value

Kinana Str onr

www.sciencegatewaysecurity.org

Provider

USGS NWIS

USGS NWIS

USCS NWIS

USGS NWIS

USGS NWIS

USGS NWIS

USGS NWIS

USGS NWIS

Filter:

Type

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http://waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Daily Values Webservice
(http:/ /waterservices.usgs.gov/mwis/dv?)

Date
Registered

2011-8-25

2011-8-25

2011-8-25

2011-8-25

2011-8-25

2011-8-25

2011-8-25

2011-8-25

A

M

Details

"

"
| -

"

I8

<

¢ Q- Google

Create account Help

Resource Registration Description
Resource Registration Contact Information
Original Source Description

Original Source Contact Information
Geospatial Coverage

Temporal Coverage

Variables

References

Dataset Access Set Up Notifications




OOl Example

TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B

University of Missouri System Kt

Search:

Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

800
<[> [ +]0

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

00! Integrated Observatory Network

Resource Selector ~ | |All Registered Resources
View Existing Show | 20 B‘ ‘entries. Filter:
© Al Regisered Resources ction oate
Notification Registered
= itle Set Provider  Type
‘ APPOMATTOX
Geospatial Extent = || RveRaT
MATOACA VA [[SCS s R N oS\ baasics 2011-8-25
Bounding Box Vertical Extent [m T (utp/ watrservices.usgs.gov/ mis V)
© A1 O pefined @ AL O pefined Daily Value
e o CHOPTANK
N pper Boun RIVER NEAR
* GREENSBORO USGS WIS &ﬁ"‘ﬁ:ﬁir&:ﬂz';‘ s govimmis/dyy 2011-8-25
MD (01491000) " -
W R e ot - Daily Value
CONNECTICUT
RIVER AT
s Daiy Values Webservice
THOMPSONVILLE UsGs NWis 2011825
oo Wit (butp/waterservicesusgs.gov/mis v)
-~ Daiy Value
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®0o Welcome To The ClLogon Delegation Service ]

(> 4 e]]https://ciIogon.org/delegate/?oauth_token=http://cilogon.org/serverA/tempCred/5bb668056d439369850bb1e3f7a474a8/1316530539597 ¢ Q- Google

INTEGRATED OBSERVATORY NETWORK Powered By

OCEAN OBSERVATORIES INITIATIVE CILOQOH

Select An Identity Provider:

University of Alabama at Birmingham
University of California-San Diego
University of Chicago

University of Delaware

University of lllinois at Chicago

University of lllinois at Urbana-Champaign
University of lowa

University of Maryland Baltimore County
University of Michigan

e

Search:

Remember this selection: O

By selecting "Continue", you agree to ClLogon's privacy policy.

Know your responsibilities for using the ClLogon Service.
This material is based upon work supported by the National Science Foundation under grant number 0943633.
Any opinions, findings and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.

For guestions about this site, please see the FAQs or send email to help @ cilogon.org. @
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OOl Example

You must log in to continy

Enter your NetiD: [jbasney

Enter your Active Directory (AD) password: |-

Login

Forgot your Active Direl
hange or reset your
Password Managor.

TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B

University of Missouri System Kt

Search:
Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

eno6 00l Integrated Observatory Network
<[> [ +]0

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Resource Selector — | All Registered Resources

View Existing show [ 20 B‘ entries Filter:
© Al Regisered Resources O My Nosfctions oe
Notficaton Regstred

o provider Type

Geospatial Extent =

Bounding Box Vertical Extent m.
© Al O vefined © AL O pefines Daily Value

Daily Values Webservice

RVER
ATOACAVA USCSNWIS (i waterservices.usgs.gov/mwis/ dv7)

2011-8-25

N Upper Bound
per R RIVER NEAR Daily Values Webservice

USCSNWIS (et waterservices.usgs.gov/ mwis v7)

= 2011-8-25
W £ LowerBound - Daly Value
CONNECTICUT

RIVER AT
Daily Values Webservice

THOMPSONVILLE USGS NS

o0 (hetp: /waterservices.usgs.gov/mwis/ v

- Daly Value

7 2011-8-25
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80O Login - University of lllinois at Urbana-Champaign

< | » || + [[Ehttps://shibboleth.illinois.edu/idp/Authn/UserPassword ¢ Q- Google

HLLINOIS

You must log in to continue.

Enter your NetID: jbasney

Enter your Active Directory (AD) password: sssssssssess|

Forgot your Active Directory password?
To change or reset your Active Directory password, go to the CITES
Password r.

More Information

Where to Get Help
Contact the CITES Help Desk at consult @illinois.edu. Technical Information
What Is a NetID? Service that has requested authentication:

Your NetID serves as your login to many University computing and
networking services and also determines your University email
address, which is netid@illinois.edu.

For more information, see the Your Network ID (NetID) page. This login service uses the following server:

Service Provider EntitylD:
https/cllogon.org/shibboleth

shibboleth.illinols.edu

This page's URL shouid start with https:// followed by the server listed above.

For most web browsers, the security padiock icon for this page shoukd be
closed/iocked.

«(
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OOl Example

You must log in to continy

Enter your NetiD: [jbasney

Enter your Active Directory (AD) password: |-

Login

Forgot your Active Direl
hange or reset your
Password Managor.

TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B

University of Missouri System Kt

Search:
Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

eno6 00l Integrated Observatory Network
<[> [ +]0

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Resource Selector — | All Registered Resources

View Existing Show | 20 B‘ entries. Filter:
© Alheysred feres O by otations —
Notiation Regersa
: S povaer e
Geospatial Extent = | [ave T .
i sox —— uTcacK iz S NS e sassgs g i )
© At O vefined @ At O Defined Daiy Value

N Upper Bound RIVER NEAR
+

2011-8-25

Daily Values Webservice

USCSNWIS (et waterservices.usgs.gov/ mwis v7)

= 2011-8-25
W £ LowerBound - Daly Value
CONNECTICUT

Daily Values Webservice

RIVER AT
e USCSNWIS. (rutp waterservice.usgs.gov/ mwis v

CT (01184000
- Daly Value

7 2011-8-25
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800

OOl Integrated Observatory Network

<> ||+

INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITI

Resource Selector
View Existing

O All Registered Resources O My Notification Settings

@® My Registered Resources

Geospatial Extent

Bounding Box Vertical Extent m
@® au O pefined @ At O pefined
N Upper Bound
w E  Lower Bound
3
S
Format: DD.DDDD

Decimal Degrees

Temporal Extent

Time Range ® All () Defined
From:
To:

I1SO Formatt:

yyyy-mm-ddThh:mr

Search

www.sciencegatewaysecurity.

Availability

Active

Showing 0 to 0 of 0 entries

My Registration Title

No data available in table

Filter:
Publication Details
Original Source Title Date
First Previous Next Last
SelectAll DeselectAll  Delete Selected

¢ Q- Google

Sign out  Account settings Help
Resource Registration Description
Resource Registration Contact Information
Resource Availability Settings

Resource Activation Settings

Original Source Description

Original Source Contact Information
Geospatial Coverage

Temporal Coverage

Variables

References

Save Changes




Starting the Discussion

« What are science gateways doing today for web security?
» Using OAuth, OpenlID, SAML?
« Supporting both individual and community accounts?
» Authenticating to REST services?
« Sharing data across multiple gateways?

« What are current/future science gateway security needs?
* What is your input on our project plans?

Getting certificates from MyProxy servers
Delegating certificates between gateway components
Delegated access to REST services

Integration with external authentication
(LDAP, Kerberos, SAML, OpenID)

OAuth 2.0 update
Credential refresh

Web Single Sign-On (OpenlID Connect)

 What is your input on the XSEDE architecture?

www.sciencegatewaysecurity.org



Continuing the Discussion

* Please join our discuss@sciencegatewaysecurity.org
mailing list:
« Send email to: discuss+subscribe@sciencegatewaysecurity.org

e Or visit:
https://groups.google.com/a/sciencegatewaysecurity.org/group/
discuss/subscribe

./ Gateway Security

Distributed Web Security for Science Gateways

www.sciencegatewaysecurity.org



