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ClLogon Project Goal

Enable campus logon to = %
Cyberinfrastructure (Cl) e " e
— Use researchers’ existing N N
security credentials at -
their home institution
— Ease credential
management for
researchers and ClI NCONE
providers
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Why certificates?

» Command-line apps, =

&J TeraGrid

non-web apps

* Multi-stage,
unattended batch
workflows

» Significant worldwide
Cl investment in PKI

— Software, operations,
standards, eftc.

®no GSI-SSHTerm Applet

< I ] [+ I‘?'.fhttps://go.leragrid.org/secure/webappphp CW (Qr

GO

Welcome University of Illinois at Urbana-Champaign User

GSI-SSHTerm Applet - login-abe.ncsa.teragrid.org

File Edit View Tools Proxy Help
=EY 1] B ElfE 2 RIEAMMICE FIC 0] EIEES

Last login: Tue Apr 6 13:08:14 2010 from bit.ncsa.uiuc.edu
Welcome to the NCSA Abe/Lincoln Cluster:

abe.ncsa.uiuc.edu

lincoln.ncsa.uiuc.edu

Unauthorized use/access is prohibited.

For more detailed information about this system, see:

abe:
http://www.ncsa.uiuc.edu/UserInfo/Resources/Hardware/Intel64Cluster/

/www.ncsa.uiuc.edu/UserInfo/Resources/Hardware/Intel64TeslaCluster/

B B B

For additional information see:
/www.ncsa.illinois.edu/UserInfo/Data/MSS/Doc/mssquota.html

/ questions, please contact the Helpdesk at helpéteragrid.org
[jbasneyéhonest2 ~15 [

<« »r 5

[i login-abe.ncsa.teragrid.org:22 Unknown Connected o0
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INCommon Entities: 2005-2012

InCommon is the federation for U.S.
research and education, providing
higher education and their
commercial and non-profit partners
with a common trust framework for
access to online resources.
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Prior Work: go.teragrid.org

Campus login to TeraGrid g y 1y

35 campus IdPs

Relied on TeraGrid identity
vetting

In production since
September 2009

1000+ certificates issued to «w

TeraGrid®

5 + u S e rs \ Welcome to go.teragrid.org! | Select your Identity Provider

What Is go.teragrid.org?

\/

University of llinois at Urbana~Champaign

T [ This site allows you to access TeraGrid resources by using the login mechanism provided by your university / organization. O Remember for one week (7)
I G F a C C re d I te d o Bocs goermgniors Works —

This site maps your TeraGrid username to a Shibboleth Identity provided by a participating university. This identity is typically
used for single sign-on (SSO) purposes and is issued by an Identity Provider (IdP). If you don't have an account with any of
the universities listed in the dropdown box on the left, you can get a free account at ProtectNetwork which will serve as your
1dP.

IDtrust 2010 paper:

These instructions are for initial set up only. You will need to complete these steps once for each 1P you wish o utilize to

“Federated Login to TeraGrid” "o

a. Your TeraGrid-wide (User Portal) username and password that you received in your TeraGrid account

. . information packet.
- b. An account at one of the Identity Providers (IdPs) listed in the dropdown box on the right.
I W I u 2. Select your IdP from the dropdown list under "Select Your Identity Provider".
" " " 3. Click the "Login" button. You will be redirected to your organization's login page.
. 4. Log in with your IdP username and password. You will then be redirected back to this site.
5. Log in to TeraGrid using your TeraGrid-wide username and password. This step validates the existence of your
TeraGrid account and will need to be done only once. No passwords are saved on this site. This completes the mapping
between your Shibboleth Identity and your TeraGrid username.
How Do I Access TeraGrid Resources?
This site provides several ways to access TeraGrid resources:
« Download a credential to your local computer via the GridShib-CA Java Web Start (W) client.
o Run the GSI-SSHTerm JWS client on your desktop utilizing a previously downloaded credential.

« Run the GSI-SSHTerm applet in your browser.
o Run the TeraGrid File Manager applet in your browser.

For these activities, you will need Java 1.5 or higher installed on your computer.

CiLogon www.cilogon.org



Account Linking

®ono MyProxy Login

600

Manage Associations

< | » Qr Google

+ %7 https://go.teragrid.org/secure/webapp.php ¢

—

Wl GO

. Welcome University of Illinois at Urbana-Champaign User
GJ TeraGrid

| > + %7 https://go.teragrid.org/secure/webapp.php
= 4

Wl GO

. Welcome University of Illinois at Urbana-Champaign User
&) TeraGrid

¢ | (Qr Google )

Urbana-Champaign. In order to utilize TeraGrid resources,
you must first log in to your TeraGrid account. You will use
the same username and password you use to log on to the
TeraGrid User Portal.

Password: [sesesesessesesansesasanee

Login

This step needs to be performed only once for each identity.

Future logins with your Identity will be associated with your Forgot your password?

TeraGrid username, thus bypassing this step.

Note that this step only verifies that you can log in to
TeraGrid with a particular username. No password
information is stored on this site.

The TeraGrid project is funded by the National Science Foundation and includes eleven resource providers:
Indiana, LONI, NCAR,NCSA, NICS, ORNL, PSC, Purdue, SDSC, TACC and UC/ANL.
This site uses software from the MyProxy and GridShib projects.
Please send any questions or comments about this site to go-admin @ teragrid.org.

| Associate Identity With TeraGrid Username | |  Loginto TeraGrid | | Manage Associations
It appears that this is the first time you have logged on to this Below is a table showing all identities associated with TeraGrid username "jbasney". If you want to delete
site with your Identity provided by University of Illinois at Username: |jpasney any of them, check the appropriate box in the "Delete?" column and click the "Delete Checked" button.

If you delete the association for the current Identity (shown in italics), you will be required to log in to
TeraGrid again to re-establish the association.

Delete? Identity Provider
[ |University of Illinois at Urbana-Champaign

Delete Checked |
Go Back |

Created
2010-04-06 13:05:28-05

Last Access
2010-04-06 13:09:47-05

The TeraGrid project is funded by the National Science Foundation and includes eleven resource providers:
Indiana, LONI, NCAR,NCSA, NICS, ORNL, PSC, Purdue, SDSC, TACC and UC/ANL.
This site uses software from the MyProxy and GridShib projects.
Please send any questions or comments about this site to go-admin @ teragrid.org.

(one-time only)

Cl

CiLogon

www.cilogon.org



ClLogon Service (https://cilogon.org

No TeraGrid account required

Supports InCommon and
OpenlD authentication

Delivers certificates to
desktop, browser, and portals

Available certificate lifetimes:
from 1 hour to 13 months

Supports close integration
with CI projects

Available now!
FAQ: www.cilogon.org/faq

CiLogon

eno Welcome To The ClLogon Service
+ [€]lnttps:/ /cilogon.org/ =@ ¢ Q- Google
Cl CiLogon Service
Welcome To The ClLogon Service
About The ClLogon Service \ Start Here

What Is The ClLogon Service? Select An InCommon Organization:

The ClLogon Service allows users to icate with their home ization and obtain a certificate T

for secure access to C: (CI). Additional i can be found at www.cilogon.org. paon *

ClLogon + Your Organization = Secure Access to CI

How Does The ClLogon Service Work?

The ClLogon Service is a member of InCommon, a formal federation of over 200 universities,

agencies, and organizations. Many of these maintain an service to
provide their users with web single sign-on. An InCommon organization can partner with the ClLogon
Service to provide user information for the purpose of issuing i These can then

Remember this selection:

Log On

Use OpeniD nstesd

By selocting "Log On', you agres to our privacy poley

be used for accessing cyberinfrastructure resources.
How Do | Use The ClLogon Service?

Select your organization from the drop-down list, then click the "Log On" button. You will be redirected
to your organization's login page. After you authenticate with your organization as you typically would,
you will be redirected back to the ClLogon Service. Then you will be able to fetch a certificate for use
with cyberinfrastructure resources.
What If | Don't See My Organization Listed?

If you don't have an account with any of the organizations listed in the drop-down list in the "Start Here"
menu, you can register for a free user account at ProtectNetwork for use with the ClLogon Service.
Also, you can make a request for your organization to appear in the list of available organizations.

Identity Provider administrators can view the InCommon Participant Operational Practices document
for the ClLogon Service and then test and add their identity provider to the ClLogon Service.

Can | Use OpenlID Instead?
The ClLogon Service also supports the use of OpenlD as an altemate authentication mechanism.
Many users have an OpenlD account without even knowing it. For example, you can use your Google

or Yahoo account for OpenID authentication. However, the certificates issued to OpenlD users may be
accepted by fewer cyberinfrastructure resource providers than those issued to InCommon users.

What If | Have More Questions?

Please see the ClLogon FAQ for answers to frequently asked questions. If your question is not
answered there, please use the email address at the bottom of this page to contact us.

Note: You must enable cookies in your web browser to use this site.

www.cilogon.org




ClLogon Portal Delegation

« Grid Portals and Science Gateways
provide web interfaces to Cli

— Portals/Gateways need certificates  authenticate
to access CIl on researchers’ behal &

approve

» ClLogon Delegation Service allows
researchers to approve certificate
iIssuance to portals (via OAuth)

« www.cilogon.org/portal-delegation

access

request
certificate

000 Welcome To The Cilogon Delegation Service

<[> J (£ [CTn 60302916275 3cc767437€684042¢2023128836153874780aunn_token - EEEEd & | (Q Googe
<l ciL Servi ‘ access

W Welcome To The ClLogon Delegation Service
—
About The ClLogon Delegation Service [ Start Here

What Is The CiLogon Delegation Service? Select An InCommon Organization:

The ClLogon Delegation Service allows community portals to get a certficate on behalf of a user. Once a ot crmmouoe il

user authenticates with a home organization, the CiLogon Delegation Service delegates a certficate back

to the user's community portal.

Remember this selection: ()
Below is the community portal requesting a certificate to be delegated on your behalf. If this information
does not look correct, do not proceed. Log On
Bortal Name: Sample Java Potel s oot
Portal URL : hetp://merge.ncsa.uiuc.edu/portald/success —

How Does The ClLogon Delegation Service Work?

The ClLogon Service is a member of InCommon, a formal federation of over 200 universities, agencies,

and izatic lany of these iz aintain an tication service to provide their users

th web single sign-on. An InCommon organization can partner with the ClLogon Service to provide user
formation for the purpose of issuing certificates. These certificates can then be delegated to community

portals for use by their users.
How Do Use The ClLogon Delegation Service?

Select your organization from the drop-down list, then click the *Log On" bution. You will be redirected to v

your organization's login page. After you authenticate with your organization as you typically would, you

will be redirected back to the ClLogon Delegation Service. Then you will be able to delegate a cerificate

0 your community poral.
What If | Don't See My Organization Listed?

If you don't have an account with any of the organizations listed in the drop-down list in the "Start Here"

CiLogon www.cilogon.org




Integration Example: OO

eno 00l Integrated Observatory Network
<|> ||+ |O ¢ f(Q~ Google
OCEAN OBSERVATORIES INITIATIVE ‘ ‘ Create account  Help
N A
Resource Selector All Registered Resources lr Resource Registration Description
Resource Registration Contact Information
View Existing ( v . .
® ) ) show (20 J8J entries Filter: Original Source Description
R o Date ) Original Source Contact Information
N o e Notification Registered Details ial
e Title Set Provider Type Geospatial Coverage
_ APPOMATTOX Temporal Coverage
Geospatial Extent :’:X.E.z:& 7 Uscs Nwis Daily Values Webservice 2011825 Variables
Bounding Box Vertical Extent m (02041650) - (http:/ /waterservices.usgs.gov/mwis/dv?) References
® Au O pefined ® au O pefined Daily Value
T o CHOPTANK
N pper Boun: RIVER NEAR i i
Daily Values Webservice =
x ;':)Efgls:gﬁgo) USGS Nwis (http:/ /waterservices.usgs.gov/mwis/dv?) 2011-8-25 S
w E Lower Bound - Daily Value
- CONNECTICUT
RIVER AT - "
S Daily Values Webservice =
THOMPSONVILLE USGS NWIS . - . 2011-8-25 = w
Format: DD.DDDD T (Q1184000) (http:/ /waterservices.usgs.gov/mwis/dv?)
Decimal Degrees - Daily Value
Delaware River
at Trenton NJ Daily Values Webservice _Rooc =
Temporal Extent (01463500) - USCS Nwis (http:/ /waterservices.usgs.gov/mwis/dv?) 2011-8-25 =
Daily Value
Time Range @ All () Defined ESOPUS CREEK
AT COLDBROOK USGS NWIS Daily Values Webservice 2011-8-25 =
From: NY (01362500) (http:/ /waterservices.usgs.gov/mwis/dv?) -
- Daily Value
To: HUDSON RIVER
AT FORT . N
I . Daily Values Webservice =
ISO Formatted Time in UTC EDWARD NY USCS NWIS . - . 2011-8-25 =
yyyy-mm-ddThh:mm:ssZ (01327750) - (http:/ /waterservices.usgs.gov/mwis/dv?)
Daily Value
JAMES RIVER AT
CARTERSVILLE Daily Values Webservice _a.9€ =
VA (02035000) LSGSNWS (http:/ /waterservices.usgs.gov/mwis/dv?) 20ULSE2Rp
- Daily Value
Kalihi Str nr
Honolulu Oahu USGS NWIS Daily Values Webservice 2011-8-25 =

Search

jCILogon

HI (16229000) -
Daily Value

Kinana Str onr

(http:/ /waterservices.usgs.gov/mwis/dv?)

<«

www.cilogon.org

Dataset Access Set Up Notifications



TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B
University of California-San Diego

f lowa

University of Maryland Baltimore County.
University of Michigan

University of Missouri System Kt

Search:

Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

800
R EA[E)

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

00! Integrated Observatory Network

Resource Selector ~ | |All Registered Resources
VDA Show [ 20 B‘ ‘entries. Filter:
© AlRegstered esources . oue
— Notfication Regstred
o Title Set. Provider Type.
R APPOMATTOX
Frermial g - EVERAL Daily Values Webservice
g s Vertcat e [ uTcacK iz WS ersnces.usgs g/ 20117625
@ AL O vefined @ AL O pefined Daily Value
- oo oA
per Boun RVER NEAR
& ERetsaono uscs s Daly Vales Weoseie oy 211825
e ) wersenace s govi s 6
w oo Dot - Daily Value
comeencor
AVERAT
s aly Valus Webserice
TowpsowLE uscs wws 2on-e.25
e () vrsercs 335 oou s )
Dl Value

CiLogon www.cilogon.org



Q,. Q, elcome To The ClLogon L;_.‘;g’_r Service
C]https://cilogon.org/delegate/?oauth_token:http://cllogon.org/serverA/tempCred/5bb668056d439369850bble3f73474a8/1316530539597x ¢ Q- Google

INTEGRATED OBSERVATORY NETWORK Powsred By
OCEAN OBSERVATORIES INITIATIVE CiLogon

Select An Identity Provider:

University of Alabama at Birmingham
University of California-San Diego
University of Chicago

University of Delaware

University of lllinois at Chicago

University of lllinois at Urbana-Champaign
University of lowa

University of Maryland Baltimore County
University of Michigan

R

Search:

Remember this selection: O

CANCEL

By selecting "Continue", you agree to ClLogon's privacy policy.

Know your responsibilities for using the ClLogon Service.
This material is based upon work supported by the National Science Foundation under grant number 0943633.

For questions about this site, please see the FAQs or send email to help @ cilogon.org. 6
Any opinions, findings and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.

jCILogon www.cilogon.org



Login - University of llinois at Urbanal

You must log in to continy

Enter your NetiD: jbasney

Enter your Active Directory (AD) password: |-

Login

Forgot your Active Direl
o change of reset your
Password Managor.

TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B
University of California-San Diego

University of Chicago

University of Delaware

University of lowa
University of Maryland Baltimore County.
University of Michigan

University of Missouri System Kt

Search:
Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

800 00l Integrated Observatory Network
<[> || +]O

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Reson celceieeton — | Al Registered Resources
View Existing Show [ 20 B‘ ‘entries. Filter:
© AlRegisered Resources ¢ - o
R Notifcation Registered
- N Title Set Provider Type
. o AePONATION
eospatial Extent - RVERAT) Daily Values Webservice
Versealbem ] || MATOACAYA OSSO asenassasgovimuis vy 2011825
@ At O vefined @ AL O pefined Daily Value
- oo HOPTANK
o Boun N
+ GRepnsaoRo uscsws Qv VaesWebseniee o gas
MD (01491000) " -
w € Lowersound 40 Qusice
comecricur
RVERAT
s aly Values Websrvce
THowOMILE uscs s 2on-825
CT (01184000 (http:/ /waterservices.usgs.gov/mwis/dv?)
Daly Value

CiLogon www.cilogon.org



. gin iversity of lllinois at Urbana-Champaigr .
n @https://shibboleth.lllinols.edulIdp/Authn/UserPassword ¢ —Q' Google

REEINOIS
You must log in to continue.

Enter your NetID:  jbasney

Enter your Active Directory (AD) p

Forgot your Active Directory password?
To change or reset your Active Directory password, go to the CITES
Password r.

More Information

Where to Get Help
Contact the CITES Help Desk at consult@illinois.edu. Technical Information

What Is a NetlD? Service that has requested authentication:
Your Ne.tlD serv.es as your login to many Umversn.ty co'mputun.g and Service Provider EntityID:
networking services and also determines your University email hitps Z/cllogon.org/shibboleth
address, which is netid@illinois.edu.

For more information, see the Your Network ID (NetID) page. This login service uses the following server:

shibboleth.illinols.edu

This page's URL should start with https:// followed by the server listed above.

For most web browsers, the security padiock icon for this page shouk be
closed/locked.

«

@C[Logon www.cilogon.org



CiLogon

Login - University of llinois at Urbanal

You must log in to continy

Enter your NetiD: [joasney >

Enter your Active Directory (AD) password: |-

Login

Forgot your Active Direl
o change of reset your
Password Managor.

TNTTTATIVE

Select An Identity Provider:

University of Alabama at 8irmingham B
University of California-San Diego

f lowa

University of Maryland Baltimore County.
University of Michigan

University of Missouri System Kt

Search:

Remember this selection: 0

CONTINUE  CANCEL

By selecting "Continue", you agree to ClLogon's privacy polcy.

1

800
R EA[E)

00! Integrated Observatory Network

%L INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIATIVE

Resource Selector — | All Registered Resources
UIEEES Show (20 18] entries fier |

© Al Registered Resources

one
Notcaion Revred
e S e e
S Kesoustrox
eospatial Extent - RVERAT) Daily Values Webservice
Versealbem ] || MATOACAYA S e i v i ) 9517625
@ At O vefined @ AL O pefined Daily Value
- X Choman:
pper o 40
1 ‘GREENSBORO UsGs Nwis D2y Values Webservice 2011-8-25
L aumsiono o emes s sl s i
€ Lowersna 0 s
Comkencir
AT
s Daly Vs Weserice
Thoumowe vss s w28
- o0 (http:/ fwaterservices.usgs.gov/ mwis/dv?)
ouly vae

www.

cilogon.org




Resource Selector
View Existing
O All Registered Resources () My Notification Settings
® My Registered Resources

Geospatial Extent

Bounding Box Vertical Extent m
® Au O Dpefined ® au O pefined
N Upper Bound
w E

Lower Bound

Format: DD.DDDD
Decimal Degrees

Temporal Extent
Time Range ® All ) Defined
From:
To:

ISO Formatted Time in UTC
yyyy-mm-ddThh:mm:ssZ

p
My Registered Resources

INTEGRATED OBSERVATORY NETWORK

OCEAN OBSERVATORIES INITIA

Q- Google

Sign out  Account settings  Help

Availability

Showing 0 to 0 of 0 entries

My Registration Title

No data available in table

Filter:

Publication Details

Original Source Title Date

First Previous Next Last

Resource Registration Description
Resource Registration Contact Information
Resource Availability Settings

Resource Activation Settings

Original Source Description

Original Source Contact Information
Geospatial Coverage

Temporal Coverage

Variables

References

I T
(<onarch ) f roer——— §
Qe SelectAll | DeselectAll | Delete Selected e L

QCILogon

www.cilogon.org



More Integration Examples

®e0o Welcome To The ClLogon Service *]
< | » || + |€lhttps://cilogon.org/?skin=0SG ¢ | (Q~ Google

= CiLogon

Open Science Grid

|
®no Welcome To The ClLogon Service a %
+ (€[ https://cilogon.org/?skin=DataONE ¢ | (Q- Google ) ct An Identity Provider:

- PP = icago e
FPavrerea /tj' laware
- - nois at Chicago -
C[[_ C} (@] [/ nois at Urbana-Champaign v
Welcome To The ClLogon Service
¢ [ (Q~ Google

& globus online Pavrerad By
Select An Identity Provider: m

University of Chicago

University of Delaware

University of lllinois at Chicago

University of lllinois at Urbana-Champaign

Select An Identity Provider:

<«

University of Chicago
University of Delaware

<0

. University of lllinois at Chicago
Search: “ ] University of lllinois at Urbana-Champaign

Remember this selection: O

Search:
m Remember this selection: O
By selecting "Log On", you agree to CILogon's privacy policy.

By selecting "Log On", you agree to ClLogon's privacy policy.

For questions about this site, please see the FAQs or send emalil to help @ cilogon.org.
Know your responsibilities for using the CILogon Service.
This material is based upon work supported by the National Science Foundation under grant number 0943633.

Any opinions, findings and conclusions or recommendations expressed in this material are those of the author(s) For questions about this site, please see the FAQs or send email to help @ cilogon.org.
’ A - ’ A Know your responsibilities for using the ClLogon Service.
necessarily reflect the views of the National Science Foundation. This material is based upon work supported by the National Science Foundation under grant number 0943633.
[Any opinions, findings and conclusions or recommendations expressed in this material are those of the author(s) and do

not necessarily reflect the views of the National Science Foundation.

CiLogon www.cilogon.org
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Challenges

Level of Assurance
Non-Browser Apps
|dP-SP On-Boarding
User Catch-All I[dPs

CiLogon

www.cilogon.org



Levels of Assurance

* LOA requirements differ across scientific
collaborations

— 2-factor authentication "B IGTF
— IGTF accreditation P EUITAG
— Open access with usage statistics

* ClLogon LOA options: -
— InCommon Silver: US Gov't ICAM Level 2 @
— OpenlID OIX: US Gov't ICAM Level 1
— InCommon “Basic”

Cl CiLogon www.cilogon.org




DBIGTF

International Grid Trust Federation
AP|EU|TAG

ClLogon and IGTF

* ClLogon CA operations, key management,
and certificate profiles meet IGTF standards
* Issue: subscriber ID vetting & authentication
— Goal: rely on campuses for this
— Need minimum standards for campus practices
— Approach: rely on InCommon ldentity Assurance

« Status:
— ClLogon Silver CA accredited October 2010
— Now waiting for InCommon Silver campuses...

— ClLogon Basic & OpenID CAs operating w/o
IGTF accreditation

Cl CiLogon www.cilogon.org




Support for Non-Browser Apps

* Option #1:
— Use browser-based authentication (SAML, OpenlD)

— Get URL for certificate download (wget/curl)
« Or use Java Web Start, etc.

— Use certificate for non-browser authentication
— Unfortunately still requires a browser
* Option #2
— Use SAML Enhanced Client or Proxy (ECP) authentication
outside the browser to download certificate

— ECP adoption by InCommon campuses beginning

» Successfully tested with U Washington, U Chicago, LIGO, LTER,
and ProtectNetwork

— For more info: http://www.cilogon.org/ecp

Cl CiLogon www.cilogon.org




Cl

ECP Example

$ curl -sSO https:/icilogon.org/ecp.pl

$ perl ecp.pl --get cert -c create -k userkey.pem -o usercert.pem -t 12

Select an Identity Provider (IdP):
1> LTER Network
2> ProtectNetwork
3> University of Chicago
4> University of Washington

5> Specify the URL of another IdP

Choose [2]: 2

Enter a username for the ldentity Provider: jpasney
Enter a password for the |dentity Provider; *****x**¥x*

$ grid-proxy-init -cert usercert.pem -key userkey.pem -hours 4
Your identity: /DC=0rg/DC=cilogon/C=US/O=ProtectNetwork/CN=Jim Basney A685

Creating proxy ......ccceeeeeeeevneeeenns
$ gsissh citest.example.edu
[jbasney@citest ~|$

CiLogon

www.cilogon.org



SP On-Boarding

* Goal: Enable successful use of SPs by
users from many IldPs

— Particularly difficult for “no contract” SPs
(“user-driven” SPs)

* Challenge: Attribute release

— Technical solutions: user consent, attribute
requirements in metadata, IdP filtering

— Policy: privacy, FERPA, SP trust

* Policies differ for students versus faculty/staff
« Scaling: attribute bundles, default release policies

Cl CiLogon www.cilogon.org




SP On-Boarding

®no Login Unsuccessful a
[ - I P ] [+ l@ https://wiki.shibboleth.net/confluence G] CQ' Google \

®no Unhandled exception
[ « l > ] + //jhttps://Iogin.terena.org/wayf/moduIe.php/saml/sp/samlz—acs.php/default—sp

UNHANDLED EXCEPTION

Unhandled exception Your Identity Provider did not release enough information for our services to
An unhandled exception was thrown. properly identify you. You will need to contact an Identity Provider

If you report this error, please also report this tracking number which makes it possible to locate . @dministrator to enable the release of the appropriate information, or
administrator: 6210405202 alternatively use an alternative Identity Provider with a more liberal policy.
Debug information

The debug information below may be of interest to the administrator / help desk: You may direct your technical staff to this infrastructure paae for specific
technical details on configuration and our policies regarding the information
We receive.

SimpleSAML_Error_Error: UNHANDLEDEXCEPTION

s an attribute to identity %

it did not find any of ID PrincipalName, or mail

ask youwr institution administrator to release at least one of those attributes

/simplesamlphp/idp/mo erena/lib/Auth/Pro rtattrs. php:84 s::getSmartID)

s/terena/lib/Auth/Process/S

rtattrs. php:307 (ss s::process)
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CiLogon Service

1 Test Your Organization's Identity Provider

| Verify SAML Attribute Release Policy

Thank you for your interest in the ClLogon Service. This page allows the administrator of an Identity Provider (IdP) to verify that all necessary SAML attributes have been released to the
ClLogon Service Provider (SP). Below you will see the various attributes required by the ClLogon Service and their values as released by your IdP. If all required attributes are present, you
can add your IdP to the list of organizations available to the ClLogon Service (assuming it has not already been added).

Summary
@ All required attributes have been released by your IdP. For details of the various attributes utilized by the ClLogon Service and their current values, see the sections below.

w SAML Attributes
Identity Provider (entitylD): urm:mace:incommon:uiuc.edu

ePTID:

ePPN: jbasney@illinois.edu
First Name (givenName): James
Last Name (sn): Basney
Display Name (displayName): James Alan Basney

Email Address (email): jbasney@illinois.edu

Level of Assurance (assurance):

w Metadata Attributes
Organization Name: University of lllinois at Urbana-Champaign
Home Page: http:/Mwww.uiuc.edufindex.html
Technical Contact: Mike Grady <m-grady@uiuc.edu>
Administrative Contact: Mike Grady <m-grady@uiuc.edu>

The CiLogon Service s funded by the National Science Foundation uncer grant number 0943633
This ste uses software from the MyProxy and GridShid pojects.
Ploase sand any qQUeStIONs of ComMaNts about this she 1o help & clogon.omn

@C[Logon www.cilogon.org
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User Catch-All

* Handling users w/o institutional logins
— Home institution not (yet) in InCommon federation
— Home institution not (yet) on-boarded w/ SP

go.teragrid.org
— TeraGrid username/password

cilogon.org

— "Request a New Organization” page
— OpenlID (Google, PayPal, VeriSign)

— ProtectNetwork
— Project logins (LTER, LIGO, ...)

CiLogon

www.cilogon.org



ClLogon: Lessons Learned

* InCommon today supports browser SSO

— SAML->X.509 bridges are common for non-web apps
(ClLogon, TERENA Certificate Service, etc.)

— SAML ECP adopted by ~5 InCommon |IdPs so far

(http://www.cilogon.org/ecp)

 Attribute release is a major challenge today for
SPs that want to support many IdPs

— New InCommon effort to address this challenge:
https://spaces.internet2.edu/display/InCCollaborate/
Research+and+Scholarship+Category

* Google OpenlD is a popular “catch-all” IdP

Cl

— US ICAM LOA 1 certified

(http://openidentityexchange.org/certified-providers)

CiLogon

www.cilogon.org
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