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Growing Ransomware Risk to Science

Ransomware has changed the 
cybercrime landscape, broadly 
expanding potential victims to include 
hospitals, schools, cities, and 
researchers.
Trusted CI is warning researchers to 
take the risk seriously and be prepared 
for business continuity and extortion 
attacks.
We are collecting resources at:
https://www.trustedci.org/ransomware

https://www.trustedci.org/ransomware


Traditional Cybercrime:
Hack where the money is…

Hack

Steal

Bank, store, etc.

Cash, CC#s, SSNs, etc.
Photo by Nikita Belokhonov: https://www.pexels.com/photo/anonymous-hacker-with-on-laptop-in-white-room-5829726/
Photo by panumas nikhomkhai: https://www.pexels.com/photo/close-up-photo-of-mining-rig-1148820/
Photo by Pixabay: https://www.pexels.com/photo/1-us-bank-note-47344/



Ransomware:
Hack the data, then extort the money…

Hack

Steal and/or Encrypt

Photo by Nikita Belokhonov: https://www.pexels.com/photo/anonymous-hacker-with-on-laptop-in-white-room-5829726/
Photo by Christina Morillo: https://www.pexels.com/photo/software-engineer-looking-at-an-ipad-1181335/
Photo by Pixabay: https://www.pexels.com/photo/high-angle-view-of-a-man-256381/
Photo by Markus Spiske: https://www.pexels.com/photo/codes-on-tilt-shift-lens-2004161/

Extort



Traditional Cybercrime
Banks
SSNs
CC#s

Medical fraud

Those with fungible data 
and, in general, enough 
money to afford strong 

cybersecurity

Ransomware
K-12
Cities

Universities
etc.

Anyone with data and 
with money, though 
perhaps not enough 

money to afford strong 
cybersecurity





“These crusaders of crime are trying to 
gain acceptance as legitimate enterprises, 
and they're starting to operate as such, 
coordinating efforts with various partners, 
offering 24/7 help desks staffed by 
representatives even branding themselves 
to hype reputation.”

Sophisticated Attackers 



Most of us are…

A large, relatively open attack surface.

Smaller information security teams than the 
criminal gangs.

Slower - defense is harder than offense.



“Build a collaborative 
network. [California State 
University] maintains close 
relationships with state and 
federal threat intelligence 
agencies, and with higher 
ed-focused cybersecurity 
organizations like 
EDUCAUSE and REN-ISAC.”



Let's work together…

We can share intelligence and practices.

REN-ISAC: Research & Education Networks 
Information Sharing & Analysis Center

https://www.ren-isac.net/public-resources/Ransomware_Best_Practices.html 

https://www.ren-isac.net/public-resources/Ransomware_Best_Practices.html


Let's Discuss

For more info:
https://www.trustedci.org/ransomware
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