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Trusted CI:
The NSF Cybersecurity Center of Excellence

Our mission: to lead in the development 
of an NSF Cybersecurity Ecosystem with 
the workforce, knowledge, processes, 
and cyberinfrastructure that enables 
trustworthy science and NSF’s vision of a 
nation that is a global leader in research 
and innovation.

https://trustedci.org/

https://trustedci.org/


Trustworthy Cyberinfrastructure

Cyberinfrastructure is essential to scientific discovery.
Scientists trust that cyberinfrastructure …

is accessible and available.
provides well-defined accuracy and integrity.
implements appropriate data embargoes and protections.
complies with applicable obligations and regulations.

Effective cybersecurity programs address threats and build trust.



Ongoing Ransomware Risk to Science

Ransomware has changed the cybercrime 
landscape, broadly expanding potential 
victims to include hospitals, schools, cities, 
and researchers.
Trusted CI is warning researchers to take the 
risk seriously and be prepared for business 
continuity and extortion attacks.
We are collecting research-focused 
resources:
https://www.trustedci.org/ransomware

https://www.trustedci.org/ransomware


Operational Technology Security

https://blog.trustedci.org/2022/11/publication-of-trusted-ci-roadmap-for.html 

• The 2022 Annual Challenge investigated Operational 
Technology (OT) at NSF Major Research facilities

• OT: networked systems connected to computing 
systems on one side and controls or sensors of 
physical systems on the other side.

• NSF MF OT: both scientific instruments (e.g.,  
telescopes) and COTS components (e.g., HVAC, 
power, propulsion)

• Annual Challenge team engaged with IT and OT 
personnel discussing operations at five NSF Major 
Facilities.

• 2 reports published with findings and 
recommendations U.S. Academic 

Research Fleet

U.S. Antarctic
Program

https://blog.trustedci.org/2022/11/publication-of-trusted-ci-roadmap-for.html


2023 Annual Challenge: Security by Design of 
NSF Major Facilities

https://blog.trustedci.org/2023/01/announcing-2023-trusted-ci-annual.html

• NSF MFs deploy operational technology that can have an 
operational lifetime of 15-30 years.  

• Typically no cybersecurity requirements during acquisition and 
design.

• Trusted CI is engaging with NSF MFs undergoing construction to 
build security into from the outset.  

• 2023 is particularly focusing on the academic maritime and 
polar domains.

• Support acceptance testing of the NSF-funded Research Class 
Research Vessels (RCRVs) at Oregon State University, 

• Support Scripps Institution of Oceanography’s design of the 
California Coastal Research Vessel (CCRV).

• Support the Ocean Observing Initiative (OOI)’s refresh of its fleet of 
351 gliders and other underwater autonomous vehicles (AUVs) 

• Engage with the U.S. Antarctic Program (USAP)’s design of the 
Antarctic Research Vessel (ARV) and refresh of McMurdo, Palmer, 
and Amundsen-Scott South Pole Stations

U.S. Academic 
Research Fleet

U.S. Antarctic
Program

https://blog.trustedci.org/2023/01/announcing-2023-trusted-ci-annual.html


Now Available: OT Procurement Vendor Matrix

The matrix includes a list of 
security controls, requirements 
for the control, potential 
questions for vendors, and real 
world examples justifying a 
given control.

With input from CCRV, RCRV, 
and OOI representatives.

https://doi.org/k8wf 

https://doi.org/k8wf


Annual NSF Cybersecurity Summit

Training, workshops, and 
plenary sessions
October 24-26, 2023 at 
Lawrence Berkeley National 
Laboratory in Berkeley, CA
October 7-10, 2024 at 
Carnegie Mellon University in 
Pittsburgh, PA (tentative)

https://trustedci.org/summit/

https://trustedci.org/summit/


The Trusted CI Framework
https://trustedci.org/framework 
Framework Core:  
• Concise, clear minimum requirements for cybersecurity programs 

organized under the 4 Pillars:  Mission Alignment, Governance, 
Resources, and Controls

• Based in general cybersecurity best practice and evidence of what 
works.

Framework Implementation Guide: 
• Guidance vetted by and tailored to the open science community.
• Curated pointers to the very best resources and tools.

https://trustedci.org/framework


Framework Adopters

https://www.trustedci.org/framework

https://www.trustedci.org/framework/cohort


A cybersecurity-focused community of practice built from 
the practitioners who have successfully completed a 
Framework Cohort engagement.

Working together to address threats to research facilities.

Research Infrastructure 
Security Community



CI Compass and Trusted CI

• CoEs collaborating to 
support the NSF science 
community

• Sharing CoE best practices 
and lessons learned

• With standing and open 
communication and 
collaboration channels

Recent Collaborations:
• Research Infrastructure 

Workshop planning
• Antarctic Research Vessel 

requirements gathering
• Student program 

planning
• Summer CI reading list



ResearchSOC and Trusted CI

• 24/7/365 SOC monitoring, alerting, & 
investigations

• vCISO, advisory, vEngineer, and full 
security team staffing

• Vulnerability assessment and honeypot 
programs

• Security exercises and training
• Tackling specific operational, 

architecture, and controls challenges

• Creating comprehensive 
cybersecurity programs

• Community building and leadership
• Training and best practices
• Tackling specific challenges of 

cybersecurity, software assurance, 
privacy, etc.

https://omnisoc.iu.edu/services/researchsoc/ 

https://omnisoc.iu.edu/services/researchsoc/


RRCoP and Trusted CI

Historically, most NSF-funded research (e.g., astronomy, climate, physics, 
geology) has been unregulated, i.e., not subject to a compliance program.
Trusted CI focuses on cybersecurity programs for unregulated research.
The Trusted CI Framework addresses compliance programs as a class of 
"obligations". 
Compliance requirements (e.g., CMMC) are having a growing impact on CI.
RRCoP is a vibrant NSF-supported community addressing regulated research 
compliance requirements.

https://www.trustedci.org/compliance-programs

https://www.regulatedresearch.org/ 

https://www.trustedci.org/compliance-programs
https://www.regulatedresearch.org/


Staying Connected with Trusted CI

Trusted CI Webinars
4th Monday of month at 11am ET.
https://trustedci.org/webinars

Follow Us
https://trustedci.org 
https://blog.trustedci.org 
https://www.linkedin.com/company/trustedci 

Slack
Email ask@trustedci.org for an invitation.

Email Lists
Announce and Discuss
https://trustedci.org/trustedci-email-lists 

Ask Us Anything
No question too big or too small.
info@trustedci.org

Cyberinfrastructure Vulnerabilities

Latest news on security vulnerabilities 
tailored for cyberinfrastructure community.

https://trustedci.org/vulnerabilities/ 

https://trustedci.org/webinars
https://trustedci.org
https://blog.trustedci.org
https://www.linkedin.com/company/trustedci
mailto:ask@trustedci.org
https://trustedci.org/trustedci-email-lists
mailto:info@trustedci.org
https://trustedci.org/vulnerabilities/


Thanks!

Trusted CI is supported by the National Science Foundation under Grants 1234408, 
1547272, 1920430, and 2241313. The views expressed do not necessarily reflect the 
views of the National Science Foundation or any other organization.


