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The	
  CILogon	
  Project	
  is	
  deploying	
  the	
  open	
  source,	
  standards-­‐based	
  
CILogon	
  Service	
  to	
  provide	
  the	
  NSF	
  research	
  community	
  with	
  
creden?als	
  for	
  secure	
  access	
  to	
  cyberinfrastructure	
  (CI).	
  The	
  service	
  
bridges	
  the	
  iden?ty	
  creden?als	
  generated	
  by	
  the	
  na?on’s	
  
universi?es,	
  through	
  the	
  InCommon	
  Federa?on,	
  to	
  creden?als	
  that	
  
sa?sfy	
  the	
  authen?ca?on	
  and	
  authoriza?on	
  needs	
  of	
  NSF’s	
  CI	
  
projects.	
  

The	
  primary	
  technical	
  challenge	
  we	
  face	
  is	
  the	
  technology	
  difference	
  
between	
  InCommon,	
  which	
  is	
  based	
  on	
  the	
  Security	
  Asser?on	
  
Markup	
  Language	
  (SAML)	
  as	
  implemented	
  by	
  the	
  Internet2	
  
Shibboleth	
  soXware,	
  and	
  NSF’s	
  cyberinfrastructure,	
  which	
  is	
  based	
  
on	
  public	
  key	
  infrastructures	
  (PKIs)	
  that	
  emerged	
  from	
  
computa?onal	
  grids.	
  The	
  CILogon	
  Service	
  will	
  address	
  this	
  challenge	
  
by	
  opera?ng	
  an	
  online	
  Cer?fica?on	
  Authority	
  (CA)	
  to	
  issue	
  
cer?ficates	
  on	
  demand	
  based	
  on	
  an	
  InCommon	
  login.	
  

This	
  effort	
  is	
  a	
  follow-­‐on	
  to	
  TeraGrid’s	
  federated	
  logon	
  service	
  
(hNps://go.teragrid.org),	
  deployed	
  in	
  September	
  2009,	
  which	
  allows	
  
TeraGrid	
  researchers	
  to	
  access	
  TeraGrid	
  resources	
  using	
  their	
  
campus	
  login,	
  by	
  bridging	
  from	
  InCommon	
  Federa?on	
  (SAML)	
  to	
  
Interna?onal	
  Grid	
  Trust	
  Federa?on	
  (PKI)	
  creden?als.	
  The	
  CILogon	
  
Service	
  will	
  extend	
  this	
  capability	
  beyond	
  TeraGrid	
  to	
  serve	
  all	
  
InCommon	
  member	
  researchers.	
  It	
  is	
  scheduled	
  to	
  officially	
  begin	
  
opera?on	
  in	
  September	
  2010,	
  aXer	
  a	
  tes?ng	
  period	
  star?ng	
  in	
  April.	
  


