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ClLogon provides a federated X.509 certification authority for secure access to cyberinfrastructure such as the Extreme
Science and Engineering Discovery Environment (XSEDE). ClLogon relies on federated authentication (SAML and OpenlID) for
determining user identities when issuing certificates. Federated authentication enables users to obtain certificates using
existing identities (university, Google, etc.). Federated authentication also enables ClLogon to serve a national-scale user
community without requiring a large network of registration authorities performing manual user identification. ClLogon supports
multiple levels of assurance and custom interfaces for specific user communities.

Users can choose from over 80
identity providers.
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Select An |dentity Provider:

iversity of Delaware

iversity of Hawaii

iversity of lllinois at Chicago

niversity of lllinois at Urbana-Champaign
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Search: |

Remember this selection:

Log On

By selecting "Log On", you agree to ClLogon’s privacy policy

Users can configure Google
Authenticator as a second
authentication factor for greater
assurance.
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Google Authenticator Registration

Step 1
Download the Google Authenticator app specific to your device.

e Android OS (2.1 and higher) (QR Code Link)
e Apple iOS (3.1.3 and higher) (QR Code Link)
e BlackBerry OS (4.5-6.0) (QR Code Link)

Step 2

Launch the Google Authenticator app and add your token by scanning the QR code
or by entering the account information shown below.

Account Name: A534@cilogon.org
Key: R63YPINYDWVB3KTH

Type of Key: Time based

Click the "Verify" button to log in with a one-time password generated by the Google

Authenticator app.

Verify |

ClLogon operates 3 CAs at different levels of
assurance for different methods of subscriber

authentication and identification. 000

Users download a standard PKCS12
file containing their certificate and key.
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Certificate Subject:

Identity Provider: University of lllinois at Urbana-Champaign
Level of Assurance: Basic

/DC=0rg/DC=cilogon/C=US/O=University of lllinois at Urbana- %
Champaign/CN=James Basney A534
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Google Authenticator Login

Your account has been configured to use Google Authenticator as a second
authentication factor. Enter a one-time passcode as generated by the app below.

Account: A534@cilogon.org

Passcode: 177799

Enter |

Don't have your phone with you?

For questions about this site, please see the FAQs or send email to help @ cilogon.org
Know your responsibilities for using the ClLogon Service

See acknowledgements of support for this site
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For questions about this site, please see the FAQs or send email to help @ cilogon.org
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See acknowledgements of support for this site

Administrators can add their IdP to

ClLogon via a self-service interface.
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Test Identity Provider
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ClLogon provides custom interfaces for
CVRG, DataONE, Globus Online, LIGO,

OO, OSG, and other CI providers.

Test Your Organization's Identity Provider

Verify SAML Attribute Release Policy

Thank you for your interest in the ClLogon Service. This page allows the administrator of an |dentity
Provider (IdP) to verify that all necessary SAML attributes have been released to the ClLogon Service 0 0
Provider (SP). Below you will see the various attributes required by the ClLogon Service and their e
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Show
Help

GCet Your Certificate

Add Your IdP to the ClLogon Service
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» SAML Attributes
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» Metadata Attributes
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values as released by your IdP. If all required attributes are present, you can add your |dP to the list of Powered By
organizations available to the ClLogon Service (assuming it has not already been added). =<
CiLogon
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Summary m
. . /DC=0rg/DC=cilogon/C=US/O=University of lllinois at
@ All required attributes have been released by your IdP. For details of the various Certificate Subject: Urbanag-}Cham;;aign/CN= James B;\;ne)llt),;\534l !
attributes utilized by the ClLogon Service and their current values, see the sections below. : - f : =
Identity Provider: g 0 o Welcome To The ClLogon Service o
Level of Assurance:

globus online

Select An Identity Provider:

University of Hawaii
University of lllinois at Chicago
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For questions about this site, please see the FAQs or send e

mail to
Know your responsibilities for using the ClLogon Service
See acknowledgements of support for this site

to help @ cilogon.org

®

ClLogon is a research and scholarship -
service provider in the InCommon :

Federation (www.incommon.org).

www.cilogon.org/faq

Frequently Asked Questions:
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Select An Identity Provider:

University of Hawaii

University of lllinois at Chicago

University of lllinois At Springfield
'University of lllinois at Urbana-Champaign

Search: ||

Remember this selection:

By selecting "Log On", you agree to CILogon's privacy policy.

For questions about this site, please see the FAQs or send email to help @ cilogon.org.
Know your responsibilities for using the CILogon Service.
See acknowledgements of support for this site.

Il LLINOTIS

UNIVERSITY OF ILLINOIS AT URBANA-CHAMPAIGN

This material is based upon work supported by the National Science Foundation under grant number 0943633 and by the Department of
Energy under award number DE-SC0008597. Any opinions, findings, and conclusions or recommendations expressed in this material are
those of the authors and do not necessarily reflect the views of the United States Government or any agency thereof.



