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Federated logon to TeraGrid relies on translation of credentials
between the campus domain, InCommon, and the TeraGrid
single sign-on system.
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| Select your Identity Provider

What Is go.teragrid.org?
This site allows you to access TeraGrid resources by using the login mechanism provided by your university / organization.
How Does go.teragrid.org Work?

This site maps your TeraGrid username to a Shibboleth Identity provided by a participating university. This identity is typically
used for single sign-on (SSO) purposes and is issued by an Identity Provider (IdP). If you don't have an account with any of
the universities listed in the dropdown box on the left, you can get a free account at ProtectNetwork which will serve as your
IdP.

How Do I Use go.teragrid.org?

These instructions are for initial set up only. You will need to complete these steps once for each IdP you wish to utilize to
access TeraGrid resources.

1. Have your login information handy for both of these systems:
a. Your TeraGrid-wide (User Portal) username and password that you received in your TeraGrid account
information packet.
b. An account at one of the Identity Providers (IdPs) listed in the dropdown box on the right.
. Select your IdP from the dropdown list under "Select Your Identity Provider".
. Click the "Login" button. You will be redirected to your organization's login page.
. Log in with your IdP username and password. You will then be redirected back to this site.
Log in to TeraGrid using your TeraGrid-wide username and password. This step validates the existence of your
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- ‘ TeraGrid account and will need to be done only once. No passwords are saved on this site. This completes the mapping

between your Shibboleth Identity and your TeraGrid username.
How Do I Access TeraGrid Resources?
This site provides several ways to access TeraGrid resources:

e Download a credential to your local computer via the GridShib-CA Java Web Start (JWS) client.
e Run the GSI-SSHTerm JWS client on your desktop utilizing a previously downloaded credential.
e Run the GSI-SSHTerm applet in your browser.

e Run the TeraGrid File Manager applet in your browser.

For these activities, you will need Java 1.5 or higher installed on your computer.
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First the researcher visits the home page and selects his or her
campus from the identity provider list. In case the researcher’s
campus is not available, he or she can login via ProtectNetwork.

Connections and Management -]
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Welcome University of Illinois at Urbana-Champaign User

Connections and Management

Your Identity is associated with the TeraGrid username "jbasney". You can now perform one of the following actions: connect to
the command line of compute and visualization resources (two methods); manage your files with a drag-and-drop interface; or
manage your identity associations. For most of these activities, you will need Java 1.5 or higher installed and enabled in your

browser.

A. Connect To TeraGrid With A Desktop Version of GSI-SSHTerm

Download Credential 1. Download a credential to your local computer.
2. Click the "Launch GSI-SSHTerm JWS" button to start the desktop application.
Launch GSI-SSHTerm JWS | 3. Select the "File->New Connection" menu and enter your desired target TeraGrid resource.
More Information About Desktop GSI-SSHTerm...
B. Connect To TeraGrid With A Browser-Based Version of GSI-SSHTerm
Abe 4

Login With GSI-SSHTerm |

1. Select the desired target TeraGrid resource from the dropdown box.
2. Click the "Login With GSI-SSHTerm" button.

erscrd File v ) 1. Click the "TeraGrid File Manager" button. _ o Exit or see Menu for more options.
—Im 2. Select the desired target TeraGrid resource for transferring files.

Manage Associations e Click the "Manage Associations" button to view or delete identity mappings.

More Information About The GSI-SSHTerm Applet...

C. Transfer Files Via A Drag-And-Drop Interface

More Information About The File Manager...

D. Manage Identity Associations

More Information About Identity Management...

Logout | To end your secure session, click the "Logout" button.
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After login, the site presents the

researcher with options to download a

certificate to the desktop or launch Java

applets for remote login and file transfer
using the certificate for authentication.

TeraGrid
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Status: Credential successfully saved.
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Choosing to download a

credential to the desktop
launches a simple Java Web
Start application (from the
GridShib project) to generate a
keypair, issue a certificate
request to the server, receive a
signed certificate in return, and
store them to the desktop.
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The TeraGrid federated logon system provides certificates, issued

by a MyProxy CA, for web an

d desktop applications. The web

application binds campus identities to TeraGrid identities via an
account-link database.
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You must log in to continue.

Enter your NetID: jbasney Continue

UIC and UIS visitors:
Add @uic.edu or @uis.edu to your UIC or UIS NetID.
For example, if your UIC NetlD is joan, enter joan@uic.edu.

Forgot your NetID password?
To change or reset your NetlD password, go to the CITES
Password Manager page.
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You must log in to continue.

Enter your NetlD password: sssessscssccsssssl | ( Continue )

Forgot your NetID password?
To change or reset your NetlD password, go to the CITES
Password Manager.

Next the researcher logs in at
the campus login page
(ex. University of lllinois).
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. Welcome University of Illinois at Urbana-Champaign User
GJ TeraGrid
| Associate Identity With TeraGrid Username | | Loginto TeraGrid |
It appears that this is the first time you have logged on to this
site with your Identity provided by University of Illinois at Username: jbasney
Urbana-Champaign. In order to utilize TeraGrid resources,
you must first log in to your TeraGrid account. You will use | |Password: [esssesesesesesasenesasene |
the same username and password you use to log on to the ‘
TeraGrid User Portal. Uogin ]
This step needs to be performed only once for each identity. =
Future logins with your Identity will be associated with your Forgot your password?
TeraGrid username, thus bypassing this step.

Note that this step only verifies that you can log in to
TeraGrid with a particular username. No password
information is stored on this site.
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Then, the researcher logs in to
TeraGrid to bind the campus and
TeraGrid identities.

This is a one-time-only operation.

% L Welcome University of Illinois at Urbana-Champaign User
TeraGrid

’ GSI-SSHTerm Applet - login-abe.ncsa.teragrid.org
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Last login: Tue Apr 6 13:08:14 2010 from bit.ncsa.uiuc.edu
Welcome to the NCSA Abe/Lincoln Cluster:

abe.ncsa.uiuc.edu

lincoln.ncsa.uiuc.edu

Unauthorized use/access is prohibited.

For more detailed information about this system, see:

a.uiuc.edu/UserInfo/Resources/ vare/Intel64Cluster/
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| Manage Associations
Below is a table showing all identities associated with TeraGrid username "jbasney". If you want to delete
any of them, check the appropriate box in the "Delete?" column and click the "Delete Checked" button.

If you delete the association for the current Identity (shown in italics), you will be required to log in to
TeraGrid again to re-establish the association.

Delete? Identity Provider Created Last Access

O | University of Illinois at Urbana-Champaign|2010-04-06 13:05:28-05 [ 2010-04-06 13:09:47-05

Delete Checked |
Go Back
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The GSI-SSHTerm Applet supports
remote login via the browser,
including X11 forwarding.

The researcher can view and
delete identity bindings via the
web interface.
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This material is based upon work supported by the National Science Foundation under grant number 0503697. Any opinions, findings, and conclusions or
recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.



